3apeructpupoBano B Muntocte Poccuu 26 mapra 2018 r. N 50524

OEJNEPAJIBHAS CJIYXKBA 110 TEXHUYECKOMY U OKCIIOPTHOMY KOHTPOJIIO

MMPUKA3
ot 25 nexadps 2017 r. N 239

OB YTBEPXJIEHUM TPEBOBAHUI
IO OBECHEYEHHNIO BE3ONNACHOCTH 3HAYUMbBIX OBBEKTOB KPUTUYECKOM
NH®OPMALIUMOHHOU HHOPACTPYKTYPbI POCCUUCKOU ®EJEPALIUN

B cootBercTBUM ¢ myHKTOM 4 yacTtu 3 craThu 6 denepanbHOro 3akoHa ot 26 urons 2017 r. N 187-
®3 "O 0e30MacHOCTH KpUTHUYECKOH HH(pOpManMOHHONW HHpacTpykTyphl Poccuiickoit ®enepanyn”
(Cobpanwme 3akononmarenbcTBa Poccutickoit ®enepamnmu, 2017, N 31, cr. 4736) nmpuka3siBaro:

YTBepauTh npuiaracMbie TpeOoBaHHsS MO OOCCIEUCHHMIO OE30MaCHOCTH 3HAYUMBIX OOBEKTOB
KpUTHUYECKO# nH(opMaImoHHOH nHppacTpyKTypsl Poccuiickoit @enepanun.

Hupextop OenepanbHoi ciyKObI
M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOITIO
B.CEJIMH

YTBEpKAECHBI
npukazom @CTOK Poccun
ot 25 nexabpst 2017 r. N 239

TPEBOBAHUS
MO OBECIHEYEHUIO BE3OIMACHOCTHU 3HAUYUMbIX OBBbEKTOB KPUTUUYECKOUN
WHPOPMAIIMOHHOM NHO®PACTPYKTYPBI POCCUVMICKOH ®EJEPAIIUU

(B peraxkuun npuka3a ®CTIK Poccun ot 9 aBrycra 2018 r. Ne 138)

. O0uIMe moJI0KEeHUT

1. Hacrosmue TpeGoBanus pa3paboTaHbl B COOTBETCTBHH ¢ DepepaibHBIM 3aKOHOM OT 26 WIONS
2017 r. N 187-®3 "O Ge30macHOCTH KPUTHYECKOH HMH(pOpMannoHHOW MHPpacTpyKTypbl Poccuiickoii
Qenepani" ¥ HaANpaBIEHB HAa OOECHeUYeHHE YCTOWYMBOTO (PYHKIIMOHHPOBAHHS 3HAYMMBIX OOBEKTOB
KPUTHYECKOW WHQOpPMaMOHHON WHOpacTpykTypsl Poccuiickoit ®enepanyu (najsee - 3HAYUMBIE
00BEKTHI, KpuTHUYeCcKass HHGOpMAlMOHHAs WHQPACTPYKTypa) MPH NPOBEICHUM B OTHOIIECHHHM HUX
KOMITBIOTEPHBIX aTaK.

2. JleiictBue Hactosmmx TpeOoBaHUIl pacrpocTpaHseTcs Ha HHPOPMAIMOHHBIE CHCTEMBI,
AaBTOMAaTH3UPOBAaHHbBIE CHCTEMBI yNPaBICHHS, HHPOPMALUOHHO-TEIEKOMMYHHKAIIMOHHBIE CETH, KOTOPBIE
OTHECEHBI K 3HAYNMbIM 00BhEKTaM KPHUTUYECKOW HHPOPMALIMOHHONW HHPPACTPYKTYPHI B COOTBETCTBUH CO
crateeit 7 dDenepanmpHOro 3akoHa ot 26 wmions 2017 r. N 187-03 "O 6e30macHOCTH KPUTHYECKOU
MHPOpPMaMOHHON HHppacTpyKTypsl Poccuiickoit @enepanun”.

3. Ilo pemenuto cyObeKTa KpUTHYECKOH HMHGOPMALMOHHOW HWHQPPACTPYKTYpHl HACTOALIHNE
TpeboBaHuss MOTYT TPUMEHATHCA I OOSCICUYCHHMs] OE30IaCHOCTH OOBEKTOB  KPUTHUCCKOU

MHQOPMAIMOHHON HHPPACTPYKTYPHI, HE OTHECEHHBIX K 3HAYHMBIM O0BEKTaM.

4. OGecrieueHre 0E30MACHOCTH 3HAYMMBIX OOBEKTOB, B KOTOPHIX 0OpabaThiBaeTCs MH(pOpMALIHS,



COCTaBISIONIAsl TOCYNAapCTBEHHYIO TalHY, OCYIIECTBIIIETCS B COOTBETCTBHHM C 3aKOHOJIATEIHCTBOM
Poccuiickoit @eaepannn 0 rocyJapCTBEHHOU TaliHE.

5. Jlnsa oOecnedeHus 0e30MacHOCTH 3HAYUMBIX OOBEKTOB, SBISIOMUXCS HH(POPMAIIMOHHBIMHU
CHUCTEMaMH TEPCOHANBHBIX JAHHBIX, HacTosmue TpeOoBaHUS MPUMEHSIOTCS ¢ ydeToM TpeboBaHUil K
3alIUTe MEPCOHAIBHBIX MAHHBIX IPU HMX 00paboTKe B HHGOPMAIMOHHBIX CHCTEMax IE€PCOHAIbHBIX
JTAHHBIX, YTBEPXKJACHHBIX MocTaHoBieHUeM [IpaButenscTBa Poccutickoit denepanuu ot 1 HosiOpst 2012 T.
N 1119 (Cobpanue 3akononatenbcTBa Poccutickoit ®eneparym, 2012, N 45, ct. 6257).

Hns  oOecrmeyeHus: 0€30HaCHOCTM 3HAYUMBIX OOBEKTOB, SBISIOLIMXCS T'OCYAapCTBEHHBIMU
MHQOPMAMOHHBIME CHUCTeMaMH, Hacroduue TpeOoBaHUS TPUMEHSIOTCS € y4eToM 1peOoBaHMH O
3ammTe WHPOPMAIUH, HE COCTABIIAIONICH TOCYIapCTBEHHYIO TaifHy, COAeprKalleics B TOCYJapCTBEHHBIX
WH(POPMAITMOHHBIX CHcTeMax, yTBepkaeHHbIX nprukazoM @CTOK Poccum ot 11 despans 2013 r. N 17
(3apeructpupoBan MunroctoMm Poccun 31 mas 2013 r., peructpaunonnsiid N 28608) (c M3MEHEHUSIMH,
BHeceHHbIMU TipukazoM ®CTIK Poccum ot 15 despans 2017 r. N 27 "O BHeceHMM M3MEHEHHH B
TpeboBarusa o 3amuTe WHGOPMAIUHM, HE COCTABISIONICH TOCYNapCTBEHHYIO TaliHy, coaepiKamieiics B
TOCY/IapCTBeHHBIX WH(OPMAIMOHHBIX CHCTeMaX, yTBepxkaeHHble mpukazomM DPCTIK Poccum ot 11
despans 2013 r. N 17" (3apeructpupoan Munroctom Poccuu 14 mapta 2017 1., peructpauroHHbid N
45933).

6. be3omacHOCT,  3HAUYUMBIX  OOBEKTOB  oOOecreuuBaeTcsi  CyOBEeKTaMH  KPUTHYECKOM
MHQOPMAITMOHHONH MH(PACTPYKTYphl B paMKax (pYHKIMOHMPOBAHHS CHUCTEM O€30MaCHOCTH 3HAYUMBIX
00BEKTOB, CO37]aBAEMbIX CYOBEKTAMU KPUTHIECKONW WH(POPMAIIOHHOW HHPPACTPYKTYPHI B COOTBETCTBUHU
co crarberr 10 denmepanmpHOro 3aK0Ha OT 26 mions 2017 r. N 187-®3 "O 6e30macHOCTH KPUTHIECKON
nHQOpPMaIMOHHON HHppacTpyKTypsl Poccuiickoit ®enepanun”.

I1. Tpe6oBanus K obecrnevyeHUI0 0€30MACHOCTH B X0/1€ CO3AAHNS,
IKCIUIYaTAIUM M BHIBOAA M3 IKCIJIyaTAIMU 3HAYMMBIX 00bEKTOB

7. OOGecnieyeHne 0€30MIaCHOCTH 3HAYMMBIX OOBEKTOB SBJISETCS COCTAaBHOM YacThio paboT Mo
CO3J1aHMIO (MOEPHM3ALINH), SKCIUTyaTallud M BBIBOAA M3 SKCIUIyaTallMd 3HAYUMBIX 00BEKTOB. Mephl 1o
obecriedeHnI0 0e30MacHOCTH 3HAYMMBIX OOBEKTOB IMPHHUMAIOTCS Ha BCeX CTaausx (dTamax) HX
JKU3HEHHOTO IIUKJIA.

8. Ha cragmsax (3Tamax) »H3HEHHOTO IUKJIA B XOJ€ CO3/MaHus (MOJEPHU3AINN), SKCILTyaTallud U
BBIBOJIA M3 SKCILTyaTallUy 3HAYUUMOT0 00BEKTa MPOBOISATCS:

a) YCTaHOBJIEHHE TpeOOBaHUH K 00ecrieueHII0 0€30acCHOCTH 3HAYUMOTO 00BEKTa;

0) pa3paboTka OpraHU3aIMOHHBIX U TEXHUYECKUX MEp M0 00eCIeYeHNI0 0€30MaCHOCTH 3HAYHMOTO
00bEKTa;

B) BHEJIPCHHE OPTaHU3AIMOHHBIX U TEXHUUYECKUX MEp MO 00ECTIeUeHUI0 0€30IaCHOCTH 3HAYHMOTO
00BbEeKTa M BBOJI €r'0 B JICHCTBUE;

r) obecrieueHre 0€30MaCHOCTH 3HAYUMOTO OOBEKTA B XOJIE €0 SKCILTyaTallHH;
1) obecriedeHne 6e30MaCHOCTH 3HAYMMOTO OOBEKTA MPU BBIBOJIE €T0 U3 IKCILTyaTaIlHH.

PesynpTaThl peannzanuu MEpONpUSTHH, TPOBOAMMBIX AJ1s1 oOecriedeHns: 0e30MacCHOCTH 3HAYUMOTO
00beKTa Ha CTAIMAX (dTarax) ero >KU3HEHHOTO IHKJIIA, MOJUIexaT JOKyMeHTHpoBaHuto. Cocta u popMbI
JIOKYMEHTOB OTIPEJIEIISIOTCS CyOhEKTOM KPUTHIECKOH HHPOPMAITMOHHON HHPPACTPYKTYPHI.

9. Jlns 3HaYMMBIX OOBEKTOB, HAXOMASIIUXCA B AKCIUTyaTalliu, HacTosmme TpeOoBaHMs TOJIekKAT
peanu3aiii B paMKax MOJCPHHU3AINH WIIA JTOOCHAIIEHUS MOJCUCTEM 0€30MaCHOCTH KCILUTYaTHPYEMBIX
3HAYMMBIX 00BEKTOB. MOJIEpHI3AINS WM TOOCHAIIEHUE MTOACUCTEM 0€30TIaCHOCTH 3HAYMMBIX 0OBEKTOB
OCYIIECTBISICTCS. B TMOPSAKE, YCTAHOBICHHOM HACTOANIMME TpeOOBaHHSMH IJI CO3JIaHUS 3HAYUMBIX
OOBEKTOB M MX TOJCUCTEM O€30MaCHOCTH, C Y4YETOM WMEKIIUXCI y CYOBEKTOB KpPUTHUYECKOH
UHGOPMAIIMOHHON HH(PPACTPYKTYphl MporpamMm (IUIAHOB) II0 MOJCPHH3ALUU WIH JOOCHAICHUIO



3HAYUMBIX OOBEKTOB.

YcranoBiienne TpeGoBaHuii K 00ecrie4eHNIO 0€30MACHOCTH
3HAYUMOI0 00beKTa

10. 3amanue TpeOGoBaHWII K OOecleYeHnI0 0OEe30MacHOCTH 3HAYMMOTO OOBEKTa OCYIIECTBIISETCS
CyOBEKTOM KPUTHYECKOM WHPOPMAaUUOHHONW HHQPACTPYKTYpHl W (W) JIMIOM, yCTaHABIUBAIOIIUM
TpeOOBaHMI K OOCCIeYeHHIO O€30MMaCHOCTH 3HAYMMBIX OOBEKTOB, B COOTBETCTBHU C KaTETOPHCH
3HaYMMOCTH 3HAYMMOro OOBEKTa, ONpelesIeHHOM B mopsake, YycTaHoBieHHOM IIpaBumamu
KaTeropupoBaHUsl OOBEKTOB  KpUTHYECKOH  wmH(popMauumoHHOW  uH(pacTpykTypbl  Poccuiickoit
Oenepanyn, yTBepKIeHHBIMU TocTaHoBlIeHHeM [IpaBurensctBa Poccuiickoit denepaunu ot § despanst
2018 . N 127 "O6 yrBepxaenun [IpaBun kaTeropupoBaHusi 00bEKTOB KPUTHIECKOH HH()OPMAIMOHHOMN
uHpacTpykTypsl Poccuiickoii Deneparuu, a Takke MEpedHs IMOKa3aTesled KPUTEpUEB 3HAYMMOCTH
00BEKTOB KpUTHYECKOH HH(OopMannoHHOW HHpacTpyKTyphl Poccuiickoit ®enepaunn" (Cobpanue
3akoHoAarenbcTBa Poccmiickoit deneparum, 2018, N 8, cr. 1204).

TpeboBanus k oOecrieueHHIO OE30MACHOCTH BKIIOYAIOTCS B TEXHHUYECKOE 3aJaHHE Ha CO3/IaHue
3HAYMMOTO OOBEKTa W (WJIM) TEXHUYECKOe 3aJaHue (YacTHOE TEXHHYECKOE 3ajlaHue) Ha CO37aHue
MOJICUCTEMBI 0€30MACHOCTH 3HAYUMOT'O 00BEKTA, KOTOPBIC JIOJKHBI COJICPIKATH:

a) TIeNTb ¥ 3a7a91 00ecTieueHUsT 0€301TaCHOCTH 3HAYMMOT0 00BEKTa HITH TIOJCHUCTEMBI 0€30ITaCHOCTH
3HAYUMOTO O0BEKTa;

0) KaTeropuro 3HAYNMOCTH 3HAYNMOTO 00BEKTA;

B) NEpEeUCHb HOPMATHUBHBIX IIPABOBBIX 4aKTOB, MCETOJUYCCKUX JOKYMCHTOB W HAIlMOHAJIBbHBIX
CTaHJapTOB, KOTOPBIM JOJHKEH COOTBETCTBOBATH 3HAYNMBII O6’LeKT;

1") NEpEUCHb THUIIOB 00BEKTOB 3allliThl 3HAYUMOT O O6’B€KTa;

J1) OpraHu3al[MOHHBIC W TEXHUYECKUE MEPbI, MPUMEHSEMbIC IS 00ecledYeHUs Oe30MacHOCTH
3HAYUMOTO OOBEKTA;

) craauu (3Tarbl padoT) CO3IaHuUs MOACUCTEMBI 0€30IIACHOCTH 3HAUUMOTO 00BEKTA;

X) TpeOOBaHMS K NMPUMEHSEMbIM NPOTPaMMHBIM U IPOrPaMMHO-alIapaTHBIM CPEACTBaM, B TOM
YHCcIie CpeICTBaM 3alUThl HHPOPMAIINH;

3) TpeOOBaHUs K 3alUTE CPEACTB M CHUCTEM, 00ECIECUMBAIONMMX (PYHKIMOHUPOBAHUE 3HAYUMOTO
o0nekTa (obecrieunBaromIeit HHPPACTPYKTYpeE);

1) TpeboBaHMs K MHPOPMAIIMOHHOMY B3aHMOJICHCTBUIO 3HAYUMOTO OOBEKTa C MHBIMH OOBEKTaMH
KPUTUYECKOM MH(OPMALMOHHONW WHQPACTPYKTYpHI, a TaKKe MHBIMH MH(POPMALMOHHBIMH CHCTEMaMHU,
ABTOMATH3MPOBAaHHBIMH CHCTEMaMH YMpPaBlICHUA WIHM HHPOPMAIMOHHO-TEIEKOMMYHHKAIIMOHHBIMU
CEeTSIMH.

B ciydae ecnu 3HauMMBI OOBEKT CO3/JaeTCA B paMKax OOBEKTa KallUTaJIbHOTO CTPOMTENHCTBA,
TpeOoBaHUsI K oOecredyeHHI0 ©Oe30MacHOCTH 3HAYMMOro OOBEKTa 3aJaloTcs  3aCTPOHIIMKOM H
oQopMIISIFOTCST B BHJIE TNPHIOKEHUS K 3aJlaHHI0O Ha MPOSKTHPOBaHHE (PEKOHCTPYKIIMIO) OOBEKTa
KalUTAIBHOTO CTPOUTENBLCTBA.

[Ipu onpenenennn TpeGoBaHMIA K oOecreueHHI0 0€30IacHOCTH 3HAYNMOTO O0BEKTa YUUTHIBAIOTCS
MOJIOKEHUSI  OPraHU3aIOHHO-PACIOPAANTENBHBIX JOKYMEHTOB TIO OOecredeHnio 0e30macHoCTH
3HaYMMBIX 00BEKTOB, pa3padaThiBaeMbIX CYOBEKTaAMH KPUTHUECKOW MH(POPMALMOHHON HHPPACTPYKTYPHI
B COOTBETCTBUM C TpeOOBaHMSAMHU K CO3aHUIO CHUCTEM OE€30IaCHOCTH 3HAYMMBIX OOBEKTOB H
o0ecreyeHUI0 UX QYHKIIMOHUPOBAHUS, YTBEPIKICHHBIMUA B COOTBETCTBHH C IIYHKTOM 4 4acTu 3 CTaTbhu 6
OenepanbHoro 3akoHa oT 26 utons 2017 r. N 187-®3 "O 6e30macHOCTH KPUTUUECKOH HHPOPMALTHOHHON
uHpacTpykTypsl Poccuiickoit @enepanuu” (nanee - opraHu3alMOHHO-PACTIOPSAUTENBHBIE JOKYMEHTHI
1o 6€301MaCHOCTH 3HAYNMBIX O0OBEKTOB).






Pa3pa60TKa OPraHm3aliMOHHBIX U TEXHUYIECCKHUX MEP 110 o0ecreYeHuIo
0€30MaCHOCTH 3HAYUMOI0 00beKTAa

11. Pa3paboTka OpraHuM3alMOHHBIX W TEXHUYECKHX MeEp MO O00ecleueHuo 0e30MacHOCTH
3HAYUMOTO OOBEKTa OCYIIECTBISIETCS CYOBEKTOM KPUTHUYECKOH HH(MOPMAIMOHHOW WHGPACTPYKTYpPHI U
(nnw) nWIOM, TPHUBIIEKAEMBIM B COOTBETCTBHHM C 3aKOHOMATENHCTBOM Poccwmiickoit ®Depepannu K
NpoBeleHHI0 paboT Mo co3gaHuio (MOAEPHHM3ALUKM) 3HAYMMOTO OO0BbEKTa M (W) OOECHECUCHHIO ero
0e301macHOCTH, B COOTBETCTBHH C TEXHHYECKHM 33/JlaHMEM Ha CO3/IaHWEe 3HAYMMOTo OOBeKTa W (W)
TEXHUYECKUM 3aJlaHieM (YaCTHBIM TEXHHUYECKHM 33JJaHHEM) Ha CO3JaHUE TOJCHUCTEMbI 0E30MacHOCTH
3HAYUMOT0 OOBEKTa U AOJKHA BKIIOYATh:

a) aHanu3 yrpo3 Oe3omacHOCTH HHGOpPMAaLMU H pPa3pabdOTKy MOJETH YIrpo3 0e30MacHOCTH
nHGOpPMAIIH WM €€ yTOuYHeHHe (IIPH ee HaJINI1N);

0) NpoeKTHPOBaHNUE MOACUCTEMBI O€30I1aCHOCTH 3HAUUMOI'0 OOBEKTa;

B) pa3paboTKy pabodeil (PKCILTyaTallMOHHOW) AOKYMEHTAlMd Ha 3HAYMMBIA OOBEKT (B HacTH
obecrieyeHus ero 6e30MacHOCTH).

PaspabarbiBacMble OpraHM3allMOHHBIE W TEXHUYECKHE MEphl IO OOCCICUCHHIO 0€30MacHOCTH
3HAYMMOT0 OOBEKTa HE JIOJDKHBI OKA3bIBATh HETATHBHOTO BIMSHHS Ha CO3JlaHMe W (YHKIMOHUPOBAHUE
3HAYUMOI'0 O0OBHEKTA.

[lpu pa3paboTke OpPraHU3AIMOHHBIX W TEXHUYECKHMX Mep 1O O0OEecleyeHrIo Oe30MacHOCTH
3HAQUUMOT0 OOBEKTa YUYUTHIBACTCS €ro WH(GOPMAIMOHHOE B3aUMOJCHCTBHE C HHBIMH OOBEKTaAMHU
KPUTHUYECKOM WHPOPMAITHOHHOH UHQPaCTPYKTYPHI, WHPOPMATUOHHBIMH CUCTEMaMH,
ABTOMATH3MPOBAHHBIMH CHUCTEMaMH YIPABICHUS WINM HH(OPMAIIMOHHO-TEIEKOMMYHHKAIMOHHBIMU
CETSAMH.

11.1. Henpto aHaym3a yrpo3 0e30MacHOCTH HMHGOPMAIUK SBISICTCS OIPEICIICHUE BO3MOXKHBIX
Croco0oOB peanu3anu (BO3HUKHOBEHMS) YIrpo3 0O€30MacHOCTH HWHPOPMAIMM U TMOCIEACTBUH HX
peanu3zanuy (BO3HUKHOBEHHUS) C YY€TOM COCTaBa TOJIb30BATeNICH U UX MOJHOMOYHH, MPOTPAMMHBIX W
MPOTrPaMMHO-aMNIapaTHBIX CPEICTB, B3aMMOCBSI3ei KOMIIOHEHTOB 3HAYMMOT'0 00BhEKTa, B3aMMOJICHCTBUS C
WHBIMH 00bEKTaMH KPUTHYECKOH MHPOPMAIMOHHON HH(PACTPYKTYpbl, HHHOPMAIIMOHHBIMU CHCTEMaMH,
ABTOMATH3UPOBAHHBIMH CHUCTEMaMU YIPaBJICHHS, WHPOPMAIUOHHO-TEICKOMMYHHKAIIMOHHBIMU CETIMHU
(manee - apXUTEKTypa 3HAYMMOI'O OOBEKTa), a TAKKEe OCOOCHHOCTEH (YHKIIMOHMPOBAHHS 3HAYMMOIO
00BeKTAa.

Ananu3 yrpo3 6e30nacHoCTH HHQOpMAIMU T0JKEH BKIIOYATh!

a) BBISBICHHUE MCTOYHHKOB Yrpo3 Oe3omacHOCTH HMHQOpMAllMM W OIEHKY BO3MOXKHOCTEH
(moTeHUMana) BHEIIHUX ¥ BHYTPEHHHUX HApYIIUTENCH;

0) aHaiIM3 BO3MOXHBIX YA3BMMOCTEH 3HaYMMOro OOBEKTa M €ro HPOTrPAMMHBIX, MPOrPaMMHO-
aIapaTHbIX CPEICTB;

B) OmpejelieHHe BO3MOXHBIX CIIOCOOOB (CIIEHApWEB) peanu3anui (BO3HUKHOBEHUS) YIpo3
Oe3omacHOCTH HH(OpMAIINY;

I') OIIEHKY BO3MOXHBIX IIOCJICJICTBHH OT peanu3aniu (BO3HHKHOBEHHUS) YIrpo3 0e30MacHOCTH
MHPOPMALIUH.

B kauecTBe HCXOMHBIX NAaHHBIX IS aHAIHM3a YTPo3 0€30MacHOCTH HH(OPMAITUHN HCIIONB3YeTCs 0aHK
JaHHBIX Yrpo3 Oe3omacHoctd uH(poOpManuu, BereHue koroporo ocymectBisiercs PCTOK Poccun B
cootBeTcTBUM ¢ noAanmyHkToM 21 myHkTa 8 Ilonoxenus o ®dexnepanbHOil ciyxOe MO TEXHUYECKOMY H
9KCTIOPTHOMY KOHTPOJIIO, YTBepKIaeHHOTO YKazoM [Ipesumenrta Poccuiickoit deneparuu ot 16 aBrycra
2004 r. N 1085 (Cobpanue 3akoHOmaTenscTBa Poccuiickort denepanuu, 2004, N 34, ct. 3541; 2006, N
49, ct. 5192; 2008, N 43, ct. 4921; N 47, ct. 5431; 2012, N 7, c1. 818; 2013, N 26, ct. 3314; N 53, cT.
7137; 2014, N 36, ct. 4833; N 44, ct. 6041; 2015, N 4, ct. 641; 2016, N 1, cT. 211; 2017, N 48, c1. 7198)



(manee - Oank maHHBIX yrpo3 OesomacHoctn uHpopmanmu PCTOK Poccum), a Takke HCTOYHHKH,
coJleprKaIIre WHbIE CBeICHUS 00 YA3BUMOCTSIX M yrpo3ax 0e30macHOCTH HHPOPMAIIHH.

[lo pesynpraram aHanmu3a yrpo3 Oe3omacHOCTH WHGOpPMAIMKW MOTYT OBITH pa3pabOTaHBI
pPEKOMEH/AIMM 1O KOPPEKTHPOBKE AapXUTEKTYphl 3HAYMMOTO OOBEKTa M  OpPraHU3alHOHHO-
pPaCHOPAONTENBHBIX JOKYMEHTOB MO 0€30IacHOCTH 3HAYMMBIX OOBEKTOB, HANpaBJCHHBIE Ha
OmokrpoBaHue (HEUTpaNnU3alHio) OTACIbHBIX YIPo3 0e30MacHOCTH HHQOpMAIIHH.

Mogens yrpo3 6e30macHOCTH HH(GOPMAIIUK JOJIKHA COJCPYKATh KPATKOE OMHCAHME apXUTEKTYPHI
3HAYUMOTO OOBEKTa, XapaKTEPUCTUKY HMCTOYHHUKOB yrpo3 0€30MacHOCTH HH(OPMAIUH, B TOM UHCIIE
MO/JIeNTb HAPYIIUTENIS, ¥ OMUCAHNE BCEX YIpo3 0e30MacHOCTH HH(DOPMAIMH, aKTYalbHBIX I 3HAYMMOTO
00BbEKTA.

Onmcanne Kaxa0i yrpo3sl 6€301MacHOCTH HHPOPMAIIAH TOJDKHO BKITFOYATh:
a) UICTOYHUK Yrpo3bl 0€301aCHOCTH HH(OPMAITHH;

0) ys3BEUMOCTH (OIIHOKH), KOTOPBIE MOTYT OBITh UCIIOIB30BAHBI IS pealn3anu (CocoOCTBOBATh
BO3HUKHOBEHHIO) YTPO3bl 0€30MaCHOCTH HH(OPMAIIUY;

B) BO3MOJKHBIE CIIOCOOBI (CIICHAPHH) PeaTu3aliiyl yTpo3bl 0€30MacHOCTH HH(DOpMAITUH;
T') BO3MOXKHBIE ITOCIIEICTBUS OT YTPO3bI 0€30MaCHOCTH WH(OPMAITUH.

Mopenb yrpo3 6e30nacHOCTH MH(GOPMAIMKA MOXKET pa3padaThIBaThCs Ul HECKOJIBKHX 3HAYMMbBIX
O0OBEKTOB, HMMEIOIINX OJMWHAKOBBIC IIE€NU CO3MAHUS U ApPXUTEKTYypy, a TaK)Ke THIIOBBIC YIPO3bI
Oe3onmacHOCTH HH(OPMALIUH.

s onpeneneHus yrpo3 0e30nacHOCTH MH(GOpPMAaNuu 1 pa3pabOTKH MOJEIH YIpo3 0€30MacHOCTH
WHGOPMAIUHN JTOJDKHBI TPUMEHSTHCS METOJUYECKHe IOKYMEHTHI, pa3pabOTaHHbIE W YTBEPXKICHHBIC
OCTOK Poccuu B cootBercTBUH ¢ ToAmyHKTOM 4 myHKTa 8 Ilonmoxkenus o denepanbHoil cimyxbe 1mo
TEXHMYECKOMY U OKCIIOPTHOMY KOHTPOIIO, yTBepxkaeHHoro Yka3zom llpesunenta Poccuiickoit
®epnepaunu ot 16 aBrycra 2004 r. N 1085.

11.2. IpoexTrpoBaHue MOACUCTEMbI OE30MIACHOCTH 3HAYMMOTO 00BEKTa JIOMHKHO OCYIECTBISTHCS
B COOTBETCTBUH C TEXHHYECKHUM 3aJlaHMEM Ha CO3JaHHE 3HAYMMOIO O0BEKTa M (WJIM) TEeXHHYECKUM
3agaHueM (YacTHbIM TEXHHYECKUM 3aJaHHEM) Ha CO3/aHHE MOACHUCTEMBbI O€30IIaCHOCTH 3HAYMMOI0
00BEKTa C Y4ETOM MOJIENU yrpo3 0e30MacHOCTH MH(POpPMAIMU W KaTerOpuH 3HAYMMOCTH 3HAYMMOTO
oOBeKTa.

HpI/I MMPOCKTUPOBAHUU MMOJACUCTCMBI 0e30IMacCHOCTH 3HAYUMOI'0 00bEKTA:

a) OIpPEIEISIFOTCS CYOBEKThI I0CTyHa (IOJIb30BATENN, IPOIECCHl U MHBIE CYOBEKTHI JOCTYIA) U
00BEKTHI JOCTYIA;

0) ompememnsIOTCS TMOJUTHKH YIPaBICHUS JOCTYIOM (IMCKpELUMOHHAsA, MaHAaTHas, poJieBasd,
KOMOMHHPOBaHHA);

B) 000CHOBBIBAIOTCS OpPraHu3allMOHHBIC U TCXHUYCCKUC MCPBI, TOAJICIKAIINEC pCaIn3allui B paMKax
IIOJACHUCTCMBI 0€3011aCHOCTH 3HAYHMMOT' O OGBCKTa;

I') ONPEACIAIOTCA BHABI M THUIBI CPEJACTB 3aIIUTHI MHPOPMAIMH, 00SCIICUNBAIOIINE PEaTU3aIIUI0
TEXHUUYECKUX MEp M0 00ECTIEYCHNUI0 0E30ITaCHOCTH 3HAYMMOTO O0BEKTa;

1) OCYILECTBISIETCST BBIOOP CPENCTB 3allUThl MHPOpMAanuu W (MiaM) UX pa3paboTKa C y4eToM
KaTeropuy 3HAYMMOCTH 3HAYMMOTO0 OOBEKTa, COBMECTUMOCTH C IPOTPAaMMHBIMH H HPOTrPaMMHO-

anmapaTHbIMHU CPEJICTBAMU, BBIMOJHAEMBIX (DYHKITUI 0S30MAaCHOCTH M OTPaHUYCHHI Ha DKCILTYaTAINIO;

€) pa3pabaThIBacTCs apXUTEKTypa MOJCUCTEMBI 0€30IMaCHOCTH 3HAYNMOTO OOBEKTa, BKIIOYAIOIIAL



COCTaB, MECTa YCTAHOBKH, B3aUMOCBSI3H CPEJICTB 3all[UThl HH(POPMAIINY;

K) OIpENeNsAOTCS TpeOOBaHUS K MapaMeTpaM HACTPOMKH MPOrPaMMHBIX W MPOrPaMMHO-
anmapaTHBIX CPEJCTB, BKIFOYAsi CPEJCTBA 3alUThl HHGOPMAIHK, 00CCIICUUBAIOIINE PEATU3AIIUI0 MEpP T10
obecrieueHnio Oe30macHOCTH, OJOKMpoBaHWE (HEWTpamu3aluio) yrpo3 0e30macHOCTH WH()OpMAUHA |
yCTpaHEHHE YSI3BUMOCTEH 3HAYMMOTO O0BEKTa;

3) OMPENEINSIOTCS MEPHI 0 00eceueHHI0 0€30MacHOCTH MPY B3aUMOCHCTBIH 3HAYUMOTO 00BEKTa
C UWHBIMH OOBEKTaMH KpPUTHYECKOH WHGOpMAIMOHHOW HHOPACTPYKTYpPHI, WH(POPMAIMOHHBIMA
CHUCTEMaMH, aBTOMATHU3UPOBAHHBIMHU cucTeMaMu yIpaBIICHUS WIH HHPOPMAITUOHHO-
TEJICKOMMYHHUKAIIMOHHBIMHU CETSMU.

B caywae ecnmu B Xome NPOCKTUPOBAHMS MOACHCTEMBI O€30MAaCHOCTH 3HAYMMOTO OOBEKTa
IpeTyCMOTPeHa pa3padOTKa MPOTrPaMMHOTO O0ECHEeYeHUs, B TOM YHCIE NMPOTPaMMHOTO 00eCIeUCHUS
CpeACTB 3amuThl MH(popManmu, Takas pa3paboTKa MPOBOAWTCS B COOTBETCTBHM CO CTaHAAPTaMHU
Oe301macHO pa3padOTKH MPOrpaMMHOT0 00ecTiedeHusI.

Pe3ynbraThl MpOEKTUPOBAHHS IOJICHCTEMBI OE30ITaCHOCTH 3HAYMMOTO OOBEKTa OTpPaKArOTCS B
MPOEKTHOH JOKYMEHTAIIMU Ha 3HAYUMBI 00BEKT (T0ACHCTEMY 0€30MacCHOCTH 3HAYMMOT0 00BEKTa).

B mensx tectupoBaHUs MMOJACHCTEMBI 0€30IACHOCTH 3HAYMMOrO O0BEKTa B XOA€ MPOCKTHPOBAHUS
MOJKET OCYIIECTBIISTHCS €€ MaKETHPOBAaHUE WIIM CO3JJaHNE TeCTOBOM cpefibl. TecTupoBaHue TOMHKHO OBITh
HaIpaBJICHO Ha:

obecniedueHne paboTOCTIOCOOHOCTH M COBMECTUMOCTH BEIOPAHHBIX CPEJICTB 3aIUTHI HH(OPMAIIUHU C
MPOTrPaMMHBIMH U aNlapaTHEIMK CPEACTBAMH 3HAYUMOTO 00BEKTa;

MPaKTUYEeCKYyI0 OTpaOOTKYy BBIMIOJHEHUS CPEACTBAMH  3allUThl  WHpOpMauuu  (QyHKOHMN
0€30I1aCHOCTH;

HUCKIIFOYCHHUEC BJIIMAHUA IIOACHUCTEMbBI 0e3011aCHOCTH Ha q)YHKIH/IOHI/IpOBaHI/Ie 3HAYUMOTI'0 OOBEKTA.

MakeTrpoBaHHe MOACUCTEMBI 0€30HACHOCTH 3HAYMMOIO OOBEKTa U €€ TECTUPOBAHHE MOKET
IIPOBOJUTBECSA C MCIIOJIB30BAHUEM CPEACTB M METOJOB MOJEIMPOBAHMS, 4 TAKXKE C HCIOJb30BAHHEM
TEXHOJIOTHI BUPTyaAJIN3aLUH.

IIpy mpoexkTUpOBaHWM MHOACHCTEM  OE30MACHOCTH  3HAUYUMBIX  OOBEKTOB,  SIBISIOIIMXCS
WHQOPMAIMOHHO-TEIEKOMMYHHKAIIMOHHBIMU CETSIMH, HacTosiue TpeOoBaHUS MPUMEHSIOTCS C YYETOM
TpeboBaHuii K TPOEKTUPOBAHUIO CETEH JIEKTPOCBA3HU, YTBEPKIESHHBIX MpHKa3oM MUHKOMCBs3U Poccun
ot 9 mapra 2017 r. N 101 (3apeructpupoBan Munrocrom Poccun 31 mast 2017 r., peructpanuorssiii N
46915), a Tak)Ke UHBIX HOPMATHBHBIX MTPABOBBIX aKTOB (e/lepalbHOrO OpraHa MCIOJHUTEILHON BIIACTH,
OCYIIECTBIISIONIET0 (YHKIMU TI0 BBIPA0OTKE U peaTu3alliil TOCyIapCTBEHHON MOIUTUKH M HOPMATHBHO-
NIPaBOBOMY PETYJIHPOBAHHIO B OOJIACTH CBSI3H.

11.3. Pa3zpaborka pabodeld (dKCIUTyaTallMOHHOW) JOKYMEHTAllMd HAa 3HAYUMBIH  OOBEKT
OCYIIECTBIISIETCS. B COOTBETCTBUM C TEXHHYECKUM 3aJaHUEM Ha CO3JaHUE 3HAYUMOTO OOBEKTa W (WIIH)
TEXHUYECKUM 3aJjaHieM (4aCTHBIM TEXHMUYECKUM 33JaHHEM) Ha CO3J[aHHE IOJCHCTEMBI O€30MacCHOCTH
3HAYUMOT0 OOBEKTA HA OCHOBE MPOCKTHOMN JIOKYMEHTAITUH.

Pabouas (9xcruTyaTalioHHast) JOKYMEHTALIMS Ha 3HAYMMBIH 00BEKT JI0JIKHA CO/IEPIKATh:
OIMHICaHUE APXUTEKTYPHI ITOJICUCTEMBI 0€30MTaCHOCTH 3HAYUMOTO OOBEKTA;

HOPSIIOK U IapaMeTpbl HACTPOMKH IMPOTrpaMMHBIX M MPOTrpaMMHO-aIlIIapaTHBIX CPEIACTB, B TOM
YHCcIie CPEACTB 3alIUTHl HH)OpMAIHH;

MPaBUIa SKCIUTyaTaI[K MPOTPAMMHBIX M MPOrPAMMHO-AMIAPaTHRIX CPEJICTB, B TOM YHCIIE CPEIACTB
3amuThl HHGopMalyy (IpaBuiIa 6€30MacHOM SKCIUTyaTallkH ).



CoctaB 1 Gopmbl pabouelt (FKCIUTyaTaIIMOHHON) TOKYMEHTAIMH OTIPEACTSIOTCS B COOTBETCTBHH C
TEXHUYCCKUM 3aJlaHieM Ha CO3JaHHE 3HAYMMOI0 O0BeKTa M (WIHM) TEXHHYCCKHM 3aaHHEM (JacTHBIM
TEXHUYECKUM 33JJaHiEM) Ha CO3IaHHe ITOJICHCTEMBI 0€30IMaCHOCTH 3HAYMMOr0 OOBEKTA.

BHepeHne opraHu3aliMOHHBIX H TEXHHYECKHX Mep 110 00ecrevYeHn 0
0€30MacCHOCTH 3HAYUMOI'0 00HEKTA H BBO/I €ro0 B JAelicTBHE

12. BHeapeHue opraHu3aioHHBIX U TEXHHYSCKHX MEp Mo 00eCIeYeHN 0 0e30MacHOCTH 3HAYUMOT0
0o0BeKTa OpraHu3yeTcsi CyObEKTOM KPUTHUECKOW WHPOPMAIIMOHHONW HH(PPACTPYKTYPHI B COOTBETCTBHH C
MPOEKTHOW ¥ paboyeil (PKCILIyaTallMOHHOW) JOKYMEHTAaIMeH Ha 3HAYUMBIA OOBEKT, CTaHAapTaMu
OpraHM3alfii U BKIFOYACT:

a) YCTaHOBKY W HACTPOWKY CpPEICTB 3aIlUThl HH(POpPMAIWH, HACTPOWKY MPOTPAMMHBEIX U
MIPOTpaMMHO-aIIMAPaTHBIX CPEJICTB;

0) pa3paboTKy OpraHN3alMOHHO-PACTIOPSANTEIBHBIX JOKYMEHTOB, PErIaMeHTHPYIOINX paBHiIa U
MIPOIEAYPHI 0OecTieueHns 0e30IMacCHOCTH 3HAYNMOTO O0BEKTa;

B) BHEJpEHIE OPTaHU3AIMOHHBIX MEp M0 00eCTIeYeHUI0 0€30MaCHOCTH 3HAYNMOT0 0OBEKTa;
I') IpeABAPUTENIbHBIC UCIIBITAHUS 3HAYUMOI'0 OOBEKTa U €r0 MOJICUCTEMBI 0€30MACHOCTH;

1) OTIBITHYIO AKCIUTYaTalUIO 3HAYUMOT0 0OBEKTA U €T0 MOJCHCTEMBI 0€30MIaCHOCTH;

€) aHaJIN3 YS3BUMOCTEH 3HAUMMOI0 OOBEKTa U IPUHITHE MEP MO UX YCTPAHECHUIO;

) IPUEMOYHBIC UCTILITAHUS 3HAYUMOT0 00BEKTa M €ro MOJCHUCTEMBI 0€30MACHOCTH.

Ilo pemennio cyObeKTa KpUTHUECKOW HMH(GOPMALMOHHONW WHQPACTPYKTypsl K pa3paboTke H
BHEJIPCHUIO OPraHU3AIIMOHHBIX ¥ TEXHHYECKHX MEp 10 00ecreYeHUI0 0€30IIaCHOCTH 3HAYMMOTO 00bEeKTa
MOJKET MPUBJIEKATHCS JIUIIO, IKCILTyaTUupyloliee (TNIaHUPYIOIIee SKCIUTyaTUPOBATh) 3HAUUMBbIH OOBEKT.

12.1. VYcraHoBKka ® HACTpOWKa CpPEACTB 3allUThl HHPOPMAIMK JOJDKHA TPOBOJHUTHCA B
COOTBETCTBHH C NMPOEKTHOH M paboueil (IKCIUTyaTalMOHHOH) TOKYMEHTAIel Ha 3HaYMMBIA OOBEKT, a
TaKk)k€ B COOTBETCTBHHM C OKCIUTyaTallMOHHOM JOKYMEHTalMed Ha OTICIbHBIC CPEACTBA 3aIlUThI
WH(pOpPMAITIH.

IIpn ycTaHoBKE W HAcTpOWKE CpEICTB 3alIMThl HH(OpMAIMU JIOJDKHO OBITH o0ecredeHo
BBITIOJTHEHNE OTPAaHUYCHUH Ha SKCIUTyaTaIMIO STHX CPEJICTB 3alIUTHl HHPOPMAIIUH, B CITy4ae X HAJTHUIHS
B OKCIUTyaTallHOHHON TOKyMEHTALlUH.

12.2. PazpabarbiBacMble OpraHH3allMOHHO-PACTIOPSUTENbHBIE JIOKYMEHTHI TI0 0€30MacHOCTH
3HaYMMOro OOBEKTa JOJDKHBI ONpeNeNATh IpaBWiIa M NPOLEAYPHl pean3aliH  OTAEIbHBIX
OpPraHU3alMOHHBIX U (MJIM) TEXHUYECKUX Mep (TIOIMTHK 0e30MacHOCTH), pa3pabOTaHHbBIX U BHEAPCHHBIX B
pamMKax IOJCHUCTeMbl 0€30MAaCHOCTH 3HAYUMOIO0 O0BEKTa B COOTBETCTBMM C TiaBoi III HacTosmmx
TpeGoBanmii.

OpraHn3anoHHO-PacIIOPSAUTENBHBIE JOKYMEHTHI TI0 0€30IMacHOCTH 3HAYMMOT'0 O0BEKTa JOKHBI
B TOM 4YHCJIE YCTaHABJIMBATh MpaBmia 0e30macHON padoThl PabOTHHUKOB, 3KCILTYaTUPYIOIINX 3HAYMMEIC
00BEKTHI, U paOOTHUKOB, 00ECTIEYHBAIONINX (DYHKIIMOHUPOBAHHE 3HAYUMBIX 00BEKTOB, & TAKIKE JICHCTBUS
paOOTHUKOB NPH BO3HWKHOBEHUHM HEIITATHBIX CUTyalWH, B TOM YHCJE BBI3BAaHHBIX KOMIIBIOTEPHBIMHU
WHIICHTaMH.

CocraB 1 GopMBbI OpPraHU3aMOHHO-PACTIOPSIUTEIBHBIX IOKYMEHTOB MO0 0€30MaCHOCTH 3HAYMMBIX
00BEKTOB OMNPENEISIOTCS CYOBEKTOM KPUTHYECKOM HH()OPMAIMOHHOM HHMPACTPYKTYPHl C Y4YETOM
0CcOOEHHOCTEHN €ro AeATENIbHOCTH.

12.3. Ilpu BHEApEHUN OpraHU3AIMOHHBIX MEP IO 00ECIICUCHHUIO O€30TIaCHOCTH 3HAYNMOTO 00BEKTa
OCYILECTBIISIOTCS:



a) opraHusanuss KOHTPOJIA (1)PI31/I‘ICCKOI‘ 0 [J0CTylla K MpOrpaMMHO-alIapaTHbIM CpCACTBaM
3HAYUMOT'0 00BEKTA U €T0 JIMHUSIM CBA3HU,

0) peayiM3anus MpaBWJI Pa3rpPaHUYCHUsS TOCTYIMA, PErJIAMECHTUPYIONIUX MpaBa JOCTyNa CyOheKTOB
JocTyrma K OOBEeKTaM JOCTYIa, W BBEACHHWE OTpaHWYCHWH Ha JEWCTBUS IOJNB30BATENIeH, a TakkKe Ha
W3MEHEHHE YCJIOBHH OKCIUTyaTallMd, COCTaBa W KOH(HUTypamuy TMPOrpaMMHBIX W IPOTPaMMHO-
arnmapaTHBIX CPEJICTB;

B) TMpOBEpPKa IMOJHOTHI U JETATHHOCTU ONHUCAHUS B OPraHU3AIIMOHHO-PACIOPSIAUTEIBHBIX
JIOKyMEHTaxX 1O Oe30MacHOCTH 3HAYMMBIX OOBEKTOB MEHCTBHI MONB30BaTeNiell W agMUHHCTPATOPOB
3HaYMMOT'0 00BEKTA M0 PealN3allii OPTaHU3aIMOHHBIX MEp;

F) onpeacICHUE aIMUHUCTpATOpa 0€30IacHOCTH 3HAYUMOTO O6’I>€KTa;

1) oTpabOTKa MEHCTBHM MOJIL30BaTEICH M aIMHHUCTPATOPOB 3HAYNMOTO OOBEKTA IO Peam3aIliu
Mep Mo 00eCIIeYeHHI0 OE30MacCHOCTH 3HAYMMOT'0 O0BEKTA.

12.4. TlpenBapuTenbHbIE HWCIBITAHUS 3HAYUMOTO OOBEKTa M €ro TMOJCHCTEMBI O€30MacHOCTH
JOJDKHBI IPOBOAUTHCA B COOTBETCTBUU C HpOI‘paMMOﬁ U METOAMKAMH NPCABAPUTCIILHBIX HUCIIBITAHUHN U
BKJIIOYATh MTPOBEPKY PabOTOCIIOCOOHOCTH MOJACUCTEMBI 0€30IaCHOCTH 3HAYMMOI'0 00BEKTa M OTICIbHBIX
CPEJIICTB 3amIUThl WHGOPMAIWH, OICHKY BIWSHUS TMOJCHUCTEMBI 0E30MacHOCTH Ha (YyHKIIMOHHUPOBAHHE
3HAYUMOT0 0OBEKTa MPHU MPOEKTHBIX PEKUMAX €r0 PaObOThI, YCTAHOBJICHHBIX MPOSKTHOH IOKYMEHTAIHEH,
a TAaKKC MNPHUHATUC PCIICHHUA O BO3MOXHOCTHU ONBITHON OKCILUTyaTalluid 3Ha4YUMOI'0 O6’beKTa n €ro
MOJICUCTEMBI 0€30MTaCHOCTH.

12.5. OnpiTHas 3KCIUTyaTays 3HAYUMOTO OOBEKTa M €ro IOJACHCTEMBI OE30MaCHOCTH IOJDKHA
IMPOBOJAUTHECA B COOTBCTCTBUU C nporpaMMoﬁ n MCETOJUKaMU ONBITHOM OKCIUTyaTalluid W BKJIIOYAaTb
NpoBepKy (YHKIMOHUPOBAHUS IOJICHUCTEMBl O€30MaCHOCTH 3HAYMMOro OOBEKTa, B TOM 4YHCIE
pPCAJIM30BaHHBIX OPraHU3allMOHHBIX U TCXHUYCCKHUX MEP, a TaKKE 3HAaHUU U yMeHI/Iﬁ Moab30BaTeNIed u
AJIMUHUCTPATOPOB, HCO6XOZ[I/IMBIX I 3KCIUTyaTallukd 3HAa4YUMOTI'O o0beKTa H €ro IHOACUCTEMBI
0e301acHOCTH.

12.6. AHanu3 ys3BUMOCTEH 3HAYMMOTO OOBEKTA MPOBOIUTCS B IIENSX BBIABICHUS HEIOCTATKOB
(cmabocreii) B mojacucTeMe O€30IACHOCTH 3HAYMMOIO OOBEKTa W OICHKHM BO3MOXXHOCTA HMX
UCTIONIb30BaHMS JI pealu3aliil yrpo3 Oe3omacHocTH WHGopManuu. [Ipu 3TOM aHanmM3y MOAIeKaT
VSI3BUMOCTH KOJ12, KOHPUTYPALUU U apXUTEKTYPhl 3HAYMMOTO 00BEKTA.

AHanu3 ys3BUMOCTEH MPOBOAUTCA ISl BCEX IMPOTPaMMHBIX U MTPOrpaMMHO-alNapaTHBIX CPECTB, B
TOM YHCJIE€ CPE/ICTB 3aIUThl HH(POPMALIUH, 3HAUUMOT0 OOBEKTA.

[Ipu mpoBeneHNM aHaNK3a ysI3BUMOCTEN PUMEHSIOTCS CIEAYIOINE CITIOCOOBI UX BBIABICHUS:

a) aHaJ M3 TPOEKTHOH, pabodeil (IKCIUTyaTAIlMOHHOW) MOKyMEHTAIlMM W OpTraHU3aIlOHHO-
PacHopsIUTENBHBIX JOKYMEHTOB 110 0€30MaCHOCTH 3HAYUMOTO O0BEKTa;

0) aHaNMM3 HACTPOEK MPOTPAMMHBIX W TPOTPAMMHO-ANIapaTHBIX CPEJICTB, B TOM YHCIE CPEICTB
3alUThl HHPOPMALIUH, 3HAUUMOT0 00BEKTa;

B) BBISIBJICHUE M3BECTHBIX YSI3BUMOCTEH MPOrpaMMHBIX U IPOTrPaMMHO-aIIapaTHBIX CPEICTB, B TOM
YHCJIe CPEACTB 3aIIUTHl HH(POPMANUH, MOCPEACTBOM aHAIN3a COCTaBa YCTAHOBIEHHOT'O NPOTPAMMHOTO
oOecriedyeHns: W OOHOBIICHWH O€30MacCHOCTH C NPUMEHEHHEM CpEICTB KOHTpoia (aHaiu3a)
3aIIUIIEHHOCTH U (WJIH) MHBIX CPEJICTB 3aIIUTHI MH(OPMAIIHH;

T') BBISIBJICHHE M3BECTHBIX YSI3BUMOCTEN MPOTPaMMHBIX M IPOTPAMMHO-AIIIAPATHRIX CPEACTB, B TOM
YHUCIIe CPEJCTB 3aIIUThI WHGOPMAIUK, CETEBBIX CIYX O, JOCTYITHBIX JJISi CETEBOTO B3aUMOJIECHCTBUS, C
MIPUMEHEHUEM CPEJICTB KOHTPOJIS (aHAIM3a) 3aIIUIICHHOCTH;

II) TECTUPOBAHUE Ha IMPOHUKHOBCHHUE B YCIOBHUAX, COOTBETCTBYIOIIMNX BO3MOXHOCTAM
Hap}/H_II/ITeJ'ICf/’I, OIMPCACIICHHBIX B MOACIIN YI'PO3 0e30MmacHOCTH I/IH(l)OpMaI_II/II/I.



[MpumeHeHne CcrocoOOB H CPEACTB BBIABICHHUS YSI3BUMOCTEH OCYIIECTBISIETCS CYOBEKTOM
KPUTHYECKON WHPOPMAIMOHHON WH(PPACTPYKTYpHl C YYeTOM OcoOeHHOCTeH (yHKIIMOHUPOBAHUS
3HaYMMOTO OOBEKTA.

HOHyCKaCTCH MMPOBCACHUC aHaIn3a y513BI/IMOCTCI\/'I Ha Make€Te (B TECTOBOM 3OHC) 3HAYMMOTO 00BEKTA
WA MaKeTaX OTJACIbHBIX CETMECHTOB 3HAUMMOTO OOBEKTa.

AHanu3 ysA3BHMOCTEH 3HAYUMOI0 OOBEKTa MPOBOJUTCS JI0 BBOJA €ro B JCHCTBHE HA 3Tamax,
OTIpeIeTIIEMBIX CYOBEKTOM KPUTHIECKOH HH(pOPMAIMOHHON HH(PACTPYKTYPHI.

B cnydae BbIsiBIEHUS yA3BUMOCTEH 3HAYNMOIO OOBEKTA, KOTOPBIE MOTYT OBbITh MCIOIb30BaHBI VIS
peanuzanuy (COCOOCTBOBATH BO3HUKHOBEHHWIO) yrpo3 0e30MacHOCTH HH(OpMalWu, MPHHUMAIOTCS
MEphl, HAIpaBIECHHbIE HAa WX YCTPaHEHHE WIM MCKIIOYAIOUINE BO3MOXHOCTh HCIOJIb30BAHUS
(3KcIUTyaTalum) HapyIIUTENEM BBIIBICHHBIX YA3BUMOCTE.

[lo pe3ynpraTam aHann3a ysI3BHMOCTEH JOHKHO OBITH MOATBEPKACHO, YTO B 3HAYUMOM OOBEKTE,
OTCYTCTBYIOT VYS3BUMOCTH, KaK MUHHMYM COJIep)Kamiuecsi B OaHKe IaHHBIX yrpo3 Oe30macHOCTH
uapopmarun ®CTIK Poccun, ykazannom B myHkre 11.1 Hacrosmmx TpeOoBaHMIA, WM BBHISBICHHBIE
VSI3BUMOCTH HE IMPHBOAAT K BO3HHUKHOBEHHIO Yrpo3 0e30macHOCTHM HH(GOpMalud B OTHOIICHHU
3HaYUMOro 00BEKTA.

12.7. B xXone mpHEMOYHBIX WCIBITAHWH 3HAYMMOTO OOBEKTa W €ro TMOJCHCTEMBI 0E30MaCHOCTH
JOJbKeH OBITh MPOBEACH KOMIUIEKC OPTraHM3alMOHHBIX M TEXHUYECKUX MEPONPHSITUH (MCIBITaHUH), B
pesyibTaTe KOTOPBIX IOATBEPXKIACTCA COOTBETCTBUE 3HAYMMOr0 OOBEKTa M €ro IOJACHCTEMbI
Oe3omacHOCTH HacTOAIIMM TpeOoBaHMIM, a Takke TPeOOBAHMSAM TEXHHYECKOTO 3aJaHUsl HA CO3AaHHUE
3HAYUMOTO O00BEKTa W (MJIM) TEXHHYECKOTO 3aJaHusl (YaCTHOI'O TEXHHUYECKOTO 3a/aHusl) Ha CO3JaHue
MOJCUCTEMBI 0€30MACHOCTH 3HAYUMOI'0 OOBEKTA.

B KkauecTBe MCXOMHBIX JAHHBIX TPU MPHUEMOYHBIX HCIBITAHUAX HCHOJIB3YIOTCS MOJEIb YIrpo3
Oe3omacHOCTH MH(pOPMAIIMH, PE3y/IbTaThl (AKT) KaTETOPUPOBAHUS, TEXHHYECKOE 3aJaHME Ha CO3JIaHUC
(MoJIepHH3aNNIO) 3HAYMMOTO 00BEKTa U (MIIM) TEXHUYECKOe 3aJjaHre (YaCTHOe TEXHUYECKOe 3aJlaHre) Ha
CO3JIaHKE MOJICUCTEMBbI OE30MACHOCTH 3HAYMMOTO OOBEKTA, MPOSKTHAs M pabouas (IKCIUTyaTaI[HOHHAS)
JIOKyMEHTAIlMsl Ha 3HAYUMbI  OOBEKT, OPraHU3aIlMOHHO-PACIIOPSIUTEIILHBIC JIOKYMEHTHI IO
0€30MacHOCTH 3HAYUMBIX 00BEKTOB, PE3YJIbTAThl aHAJIM3a YSI3BUMOCTEH 3HAYMMOI0 00bEKTa, MaTepUaJIbl
NpeIBAPUTEIIBHBIX UCTIBITAHUN W OMBITHOW DKCILTyaTalllH, a TAKKe WHbIE JIOKYMEHTBI, pa3padaThiBacMblc
B COOTBETCTBHMH C HACTOSIIUMHU TpeOOBaHUSIMH U TPEOOBAHUSIMHU CTAHAPTOB OPraHU3aIUH.

HpI/IeMO‘IHLIe HCHBITAHUS 3HAYMMOTO OOBEKTa U €ro IOACHUCTCMBI 0€e3011aCHOCTH IIPOBOJATCA B
COOTBECTCTBHUU C nporpaMMoﬁ nu MeTOZ[HKOfI NPUCMOYHBIX HUCIIBITAaHHM. P€3YJ'ILTaTI>I MMPUCMOYHBIX
HCIBITAHNI 3HAYMMOTO O0OBEKTa M €ro IOACHCTEMBI 0e30IacHoCTH ¢ BBIBOAOM O €€ COOTBCTCTBHH
YCTaHOBJICHHBIM Tpe6OBaHI/I$IM BKJIIOYArOTCA B aKT IPUEMKHU 3HAYNMOI'O 00BEKTA B OKCILTyaTaluro.

B cnywae eciam 3HauMMBIA OOBEKT SABISETCS TOCYJapCTBEHHONW WH(POPMALMOHHONW CHUCTEMOH, B
WHBIX CJIy4asX, YCTAaHOBJIEHHBIX 3aKOHOAATENbCTBOM Poccuiickoii ®enepanuu, a Takke B cllydae
NPUHATHS PeIlieHus CyObEKTOM KPUTHUECKOW WHPOPMAIMOHHON MH(PACTPYKTYpHI, OIEHKAa 3HAYMMOTO
00BEKTa M €ro MoJCHCTEMBI 0E30MacHOCTH MPOBOAMUTCS B (hOpME aTTECTallMM 3HAYUMOIo OOBEKTa B
cooTBeTCTBHH C TpeOoBaHMSAME O 3alIMTe WHPOPMAIMH, HE COCTABIIIONICH TOCYJIapCTBEHHYIO TalHY,
coJiep KalIelicsi B TOCYIapCTBEHHBIX WH(GOPMAIMOHHBIX CUCTEMaX, YTBepKJIeHHbIMU mpukazoM OCTIK
Poccum ot 11 despans 2013 r. N 17.

BBox B meiicTBue 3HAUMMOTrO OOBEKTAa W €ro MOACHUCTEMBbI O€30MAaCHOCTH OCYILECTBISICTCS MpPH
MOJIOKUTEIbHOM  3aKJIIOYeHHWH (BBIBOAE) B aKT€ NPHEMKH (WM B aTTeCTaTeé COOTBETCTBUS) O

COOTBETCTBUU 3HAYMMOT0 00BEKTA YCTAaHOBJICHHBIM Tp€6OBaHI/IHM o odecneyeHno 0€30MaCHOCTH.

OobecneyeHue 0e30MaACHOCTH 3HAYMMOTI'0 00bEKTA B X0/1€
€ro IKCIIyaTauuu

13. ObecnieueHrne 0€30MACHOCTH B XOJ€ OKCINTyaTallMM 3HAYUMOTO OOBEKTa OCYIIECTBIISETCS



CyOBEKTOM KPHTUYECKOW WH()OPMAIIMOHHOW WHAPACTPYKTYPHI B COOTBETCTBUH C OKCIUTYyaTaIllHOHHOW
JIOKyMEHTAIeH W OpraHH3allHOHHO-PACTIOPSAUTEIHHBIMU JOKYMEHTaMH MO O€30MacHOCTH 3HAYUMOTO
00BEKTa U JOJDKHO BKJIFOYATH PEaTU3allHI0 CICAYIONINX MEPOTIPUSTHIA:

a) TUIAaHUPOBAaHHE MEPOTIPHUATHH 1O 00eCIICUCHUIO 0E30MaCHOCTH 3HAYMMOT0 00BEKTa;

0) aHanm3 yrpo3 Oe3omacHOCTH WH(OPMAlMd B 3HAYNMOM OOBEKTE W TOCIENCTBUH OT WX
pealn3anuu;

B) yIIpaBiieHHe (aAMIHUCTPHPOBAHKE) TIOJCHCTEMOM O€30MMacHOCTH 3HAYNMOTO O0BEKTa;

I') yIpaBjicHHE KOHPUTypaIueil 3HauuMoro 00beKTa ¥ €ro MoJICUCTeMOI 0€301acCHOCTH;

1) pearupoBaHie Ha KOMITBIOTEPHBIC HHITUICHTHI B X0/I€ DKCILTyaTallliy 3HAYMMOro 00bEKTa;

¢) obecreyeHre ISHCTBUI B HEIMNTATHBIX CUTYAIUAX B XOJI€ SKCIUTyaTallii 3HAYUMOTO 00BEKTa;
X) nHPOpMUpoBaHUE 1 00yUYeHHE TTepcoHala 3HAYMMOT0 00bEKTa;

3) KOHTPOIIb 32 00ecTieueHneM 0€30TTaCHOCTH 3HAYNMOT0 OOBEKTa.

13.1. B xolie maaHUpPOBaHUS MEPOINPHUATHIA O O0CCIICUCHHUIO 0E30MacHOCTH 3HAYMMOTO O00BEKTa
OCYIIECTBIISIOTCS:

a) OINpeJACJCHHE JIMIl, OTBETCTBCHHBIX 3a IUIAHUPOBAHME U KOHTPOJIb MEPOIPUATHH 110
obecrneyeHno 0€30I1aCHOCTH 3HAYMMOTI0 00BEKTa;

0) pa3paboTka, YTBEpXKIEHHE W aKTyalm3alus IDIaHa MEPONpPHATHH 10 O00ecIeueHHIO
0€30MacHOCTH 3HaUUMOI'0 OOBEKTa;

B) OIIPCACIICHUA TOPsJAKAa KOHTPOJISA BBIITOJIHCHUA MepOHpI/ISITI/Iﬁ o ob0ecneyeHnIo 0e30MacHOCTH
3HAYHUMOI'O O6’beKTa, MPpEAYyCMOTPCHHBIX YTBEPIKICHHLIM ITIJIAHOM.

[InmanupoBanne MepompusTHii O oOecleYeHNI0 0e30MacHOCTH 3HAYMMOTO O0BEKTa JOJKHO
OCYILLIECTBIISIThCSA B PaMKax Ipolecca IUIaHUPOBAHUS, BHEAPEHHOTO B COOTBETCTBUU C TPEOOBAHUSIMH K
CO3JIaHHIO CHUCTEM O0€30MacHOCTH 3HAYMMBIX OOBEKTOB W OOECIEUYEeHUIO HX (YHKIMOHUPOBAHUS,
YTBEPXkJACHHBIMH B COOTBETCTBHMHU C IYHKTOM 4 yacTH 3 cratbu 6 PenepanbHoro 3akoHa ot 26 urons 2017
r. N 187-®3 "O OGe3omacHocTH KpuTHUYecKOl uH(poOpManuoHHON uHppacTpykTypsl Poccuiickoit
Oenepanun'.

13.2. B xozxe aHanm3a yrpo3 0e30MaCHOCTH WHPOPMAlUH B 3HAYUMOM OOBEKTE W BO3MOKHBIX
HOCJIC/ICTBUH UX PeaTU3aliy OCYIIECTBISIOTCS:

a) aHaJIM3 YSA3BUMOCTEH 3HAYMMOr0 00bEeKTa, BO3HUKAIOIIUX B XOJI€ €ro 3KCILTyaTalliH;

6) aHaJIN3 U3MCHCHUA YI'pPO3 0e30MmacHOCTH HH(bOpMaHHPI B 3HAYMMOM O6’B€KTC, BO3HHUKAIOIIUX B
XOJI€ €I'0 dKCIUTyaTalluu,

B) OIIEHKAa BO3MOJKHBIX TOCJIEJICTBUI peann3anuu yrpo3 6e30MmacHOCTH HHPOPMAalUK B 3HAYUMOM
00BEKTE.

[lepuomuuHocTh TPOBEACHUS YKa3aHHBIX pabOT ompenensercs CyObeKTOM KPUTHYECKOH
WHQOPMAIMOHHONH  WMH(PACTPYKTYpsl B  OPraHU3alMOHHO-PACHOPSOUTEIbHBIX  JOKYMEHTaxX II0
0e30MacHOCTH 3HAYMMBIX OOBEKTOB C YYETOM KaTerOpHH 3HAYMMOCTU OOBEKTa M OCOOEHHOCTEH ero
(GYHKIIMOHUPOBAHUSI.

13.3. B xone ympaBieHus (aAMIAHUCTPHPOBAHIS) TIOJCUCTEMOM O€30ITaCHOCTH 3HAYUMOTO 00BEKTa
OCYILECTBIISIOTCS:

a) OIpejAeleHHe IUI, OTBETCTBEHHBIX 3a YIpaBieHHE (aIMUHHCTPHPOBAHHE) TMOJCUCTEMOMN



0€30I1aCHOCTH 3HAYNMOT'0 O0BHEKTA;

6) YiipaBJIEHUE YYCTHBIMU 3allMCAMU MOJIb30BaTeIeH U MOAACP)KAHUE B aKTYaJIbHOM COCTOSHHU
IMpaBuJI pasrpaHU4YCHUA A0CTyIla B 3HAYUMOM 06’I>CKT6;

B) YIIpaBIIEHHE CPEACTBAMU 3aIIUTHI HH()OPMAIINU 3HAYNMOTO 0OBEKTa;

') ymnpaBiieHHe OOHOBJICHUSIMH MPOTPAMMHBIX M MPOTPaMMHO-AMIMAapPaTHBIX CPENCTB, B TOM YHCIC
CPEICTB 3alIUTHl HHQOpMAIIKH, C YIeTOM 0COOEHHOCTEH (PYHKIIMOHUPOBAHHSI 3HAUUMOTO 00BEKTA;

I) IEHTPaJM30BaHHOE YIpPAaBIEHHE IIOJCHCTEMON O€30MacHOCTH 3HAYMMOro o00BeKkTa (mpu
HEOOXOUMOCTH);

€) MOHUTOPHHT W aHAllU3 3aperHCTPUPOBAHHBIX COOBITHI B 3HAYUMOM OOBEKTE, CBSI3AHHBIX C
obecrieueHreM 0€30MaCHOCTH (Haliee - COOBITHS 0€30TTaCHOCTH);

) CONMPOBOXKICHUE (PYHKIMOHHUPOBAHUS TOACUCTEMBI 0€30MacHOCTH 3HAYMMOTO O0BEKTa B XOJE
€e DJKCIUTyaTallud, BKJIOYas BEICHHE SKCIUTyaTallMOHHOM JOKyMEHTalMd W OPraHW3aluOHHO-
pacropsAUTENBHBIX JOKYMEHTOB 110 0€301MacHOCTH 3HAYUMOTO O0BEKTA.

13.4. B xoze ynpaBieHusi KOHQUrypanyei 3Ha4uMOro 00beKTa M €ro MOJICHCTEMBI 0€30MacHOCTH
JUTSE TIesiei oOecredeHus ero 0€30MacHOCTH OCYIIECTBIISIOTCS:

a) ONpeeICHHUE JIUI, KOTOPHIM Pa3pPEIICHbI JCHCTBHUS 10 BHECCHUIO U3MCHEHHUM B KOH(PUTYpaIUIO
3HAYUMOTO OOBEKTA M €r0 MOJCUCTEMBI 0€30TTaCHOCTH, M WX TTOJTHOMOYHIA,

0) ompeneneHne KOMIOHEHTOB 3HAYMMOTO OOBEKTa M €ro MOJCHUCTEMBI 0E30IacHOCTH,
MOJUIeKAIIMX W3MEHEHUIO B paMKax yhpaBieHus KoH(urypauun (uIeHTUQUKAIUS OOBEKTOB
yrpaBiieHUsT KOHQUTYpaIiK): MPpOrpaMMHO-aNapaTHbie, MPOrpPaMMHbBIC CPEJICTBA, BKIIOUYAs CPECTBa
3alUThl UH(GOPMAIMK, W WX HACTPOMKH U MPOTPAMMHBIA KOJ, DKCILIyaTAllMOHHAS JOKYMCHTAIIWS,
uHTEepQeiichl, Qailibl U UHbIE KOMIIOHEHTHI, MOJUIeXKAIIEe U3MEHEHUIO 1 KOHTPOJIIO;

B) YIpaBJIeHUE M3MEHEHUSMHU 3HAYMMOTO OOBEKTa U €ro MOJCHCTEMBbI 0€30MacHOCTH: pa3paboTka
napaMeTpoB HACTPOUKHU, 00ECTIEUNBAIOIINX 0E€30IaCHOCTh 3HAUUMOI'0 0OBEKTa, aHAJIN3 MTOTEHIHAIBHOTO
BO3/ICHCTBHS TUIAHUPYEMbIX HW3MEHEHUH Ha olecriedeHrne O0€30MacHOCTH 3HAYMMOTO OOBEKTa,
CaHKIIMOHMPOBAaHHE BHECEHUs W3MEHEHWH B 3HAYMMBIH OOBEKT M €ro MOACUCTEMY O€30MacHOCTH,
JOKYMEHTUPOBAHUE NEHCTBUH 10 BHECCHHIO U3MEHEHUH B 3HAYMMBIH OOBEKT M COXpaHEHHE AaHHBIX 00
WU3MEHEHUSIX KOH(PHUTYpaIuH;

I) KOHTPOJb JAEWCTBUH MO BHECEHHWIO H3MEHEHMH B 3HAUYMMBIH OOBEKT M €ro IOJCHUCTEMY
0e3omacHoCTH.

Peamm3zoBannbie IMpOoUeCCChl yNpaBJICHHUA HW3MCHCHHAMH 3HAYUMOI'O 00BbEKTa U €ro IMOACHUCTEMBI
0e30macHOCTH AOJIKHBI OXBAaTbIBATH IMPOLECCHI FapaHTPIfIHOI‘O u (I/IJ'II/I) TEXHHUYCCKOT'O O6CJ'Iy)KI/IBaHI/IH, B
TOM YHCJIC JHUCTAHIIMOHHOI'O (yz[aneHHoro), OpOrpaMMHBIX U IIPOrpaMMHO-AIlIIapaTHbIX CpEACTB,
BKJIrO4as CpE€aCTBa 3allUThI HHq)OpMaHHH, 3HAYMMOT0 OOBEKTA.

13.5. PearupoBaHue Ha KOMIIbIOTEPHBIE HHIMACHTHI OCYIIECTBIISETCS B OPSIIKE, YCTAHOBJICHHOM B
COOTBETCTBHH C IyHKTOM 6 "actu 4 crateu 6 degepanpHoro 3akona ot 26 utonsg 2017 r. N 187-03 "O
0e30MacHOCTH KpUTHYECKON HH(OpMaIMOHHOW HH(pacTpyKTyphbl Poccuiickoii ®eneparmn’.

I[J'Iﬂ pearupoBaHrd Ha KOMIIBIOTCPHBIC MHIHUJACHTLI OIIPEACIIAOTCA pa60THI/IKI/I, OTBCTCTBCHHEIC 3a
BBIABJICHUEC KOMIIBIOTCPHBIX MHIIMACHTOB U PEAarupoBaHrC Ha HUX, U OIIPEACTIAIOTCA UX Q)yHKHI/II/I.

13.6. Jlns oOecrieueHus: NEHCTBUH B HENITATHBIX CHUTYAlMsIX TPH OKCIUTyaTallid 3HAYAMOTO
00BEKTa OCYIIECTRIIIOTCS:

a) IUTAHKPOBAaHUE MEPOIPHUATUH MO 00ecredeHn0 0e30IaCHOCTH 3HAYMMOIo 00BbEKTa Ha Cliydai
BO3HUKHOBCHHS HEIITATHBIX CUTYAIINN;



0) oOyueHue W OTpabOTKa ACWCTBUH IMEpPCOHANA 1O OOCCIICUCHHIO OE30MaCHOCTH 3HAYUMOTO
o0BeKTa B ciTydae BOSHIKHOBEHUS HEIITATHBIX CUTYAIlH;

B) CO3[JaHME aIbTEPHATUBHBIX MECT XpaHeHHss © 00paboTkM HUHPOpMAlMKM Ha Choydai
BO3HMKHOBEHHUS HELITATHBIX CUTYallUi;

T') pe3epBHPOBAaHUE MPOTPAMMHBIX U IMPOTPaMMHO-aNIapaTHBIX CPEICTB, B TOM YHCIE CPEICTB
3alUThl THPOPMAIIUY, KAaHAJIOB CBSI3U HA CITy4ail BOBHUKHOBCHHS HEIITATHBIX CUTYaIIUH;

1) obecriedeHe BO3MOKHOCTH BOCCTAHOBIICHUS 3HAYMMOTO O00BEKTa M (MJIM) €ro KOMITOHEHTOB B
CJTy4ae BOHUKHOBCHHMSI HEIITATHBIX CUTYAIIUI;

e) OIIPEACJICHUC TIOpAAKa aHalin3a BO3HHUKIIMX HEIITATHBIX CI/ITyaHI/Iﬁ U TPUHATHA MCP IO
HCOOMMYMICHUIO UX ITOBTOPHOT'O BO3SHUKHOBCHU.

13.7. B xoae ungopMupoBanus 1 00ydeHHs IepcoHala 3HAYMMOTO 00BEKTa OCYIECTBIISIFOTCS:

a) nHGOpPMHUpPOBaHKE TIEpCOHaIa 00 yrpo3ax 0e30macHOCTH HH(pOopManuu, 0 IpaBUiax 0e30macHOi
9KCILTyaTalluu 3HaYUMOro 00beKTa;

0) JoBeJeHHE J0 TIepCOoHaIa TpeOOBaHUA MO0 00ECIIEUCHUIO OE30MACHOCTH 3HAYUMBIX O0OBEKTOB, a
TaKXe TOJIOKEHUH OpraHU3aI[IOHHO-PACTIOPSAUTEILHBIX JOKYMEHTOB MO O€30MacHOCTH 3HAYUMBIX
00BEKTOB B YaCTH, MX KaCarOIIEHCs;

B) oOydueHHe INepCOHajda MpaBWUIaM SKCIUIyaTallid OTACIBHBIX CPEJICTB 3alUThl UH(POpPMAIIWH,
BKJIFOYAsl IPOBEACHUE MPAKTUUECKHUX 3aHIATHH C IEPCOHATIOM;

I') KOHTPOJIb OCBEIOMIICHHOCTH TE€pCOHana 00 yrpo3ax 0e30macHOCTH HH(OpMAalUu M YPOBHS
3HaHUI TepcoHasia MO BOMpocaM oOOecredYeHUs OE30MacHOCTH KPUTHYECKOH WHGPOPMAIMOHHON

UHQPACTPYKTYPHI.

[NeprnoauaHOCT MPOBE/ICHNS YKA3aHHBIX MEPONPUSATHI YCTaHABIMBAETCS CYyOBEKTOM KPUTHIECKOM
UHOOPMALMOHHOW  WH(PACTPYKTYpbl B  OPraHW3alMOHHO-PACHOPSAMTENBHBIX — JTOKYMEHTax 110
0e30MmacHOCTH  3HAYMMOTO OOBEKTa C Yy4YeTOM KaTeropud 3HAYMUMOCTH W OCOOCHHOCTEH
(GYHKIIMOHUPOBAHUS 3HAYUMOTO OOBEKTA.

13.8.B XOJC KOHTPOJIA 3a obecrnieueHreM 0e30MacHOCTH 3HAYMMOro 00bEeKTa OCYILICCTBIIAIOTCS:

a) KOHTposb (aHaIM3) 3alUIIEHHOCTH 3HAYMMOTO OOBEKTa C Y4YEeTOM OCOOEHHOCTEH ero
(GYHKIIMOHUPOBAHUS;

0) aHanM3 W OleHKa (YHKIIMOHHPOBAHHS 3HAYMMOTO OOBEKTa U €ro IMOJICHUCTEMBI 0E30I1acHOCTH,
BKJIIOYAs aHAJIM3 M YCTPAaHCHHE YSI3BUMOCTEH M MHBIX HEIOCTATKOB B (DYHKIIMOHHUPOBAHHH IOJICHCTEMbI
0e30IMacHOCTH 3HAYUMOI0 00BHEKTA,

B) JOKYMEHTHPOBAHHE TMPOLEAYpP M PEe3yJIbTaTOB KOHTPOJSA 3a obecredyeHueM Oe3011acHOCTH
3HAYMMOI'0 OOBEKTA;

I') IPHUHATUE PEIICHUs M0 pe3yiabTaTaM KOHTPOJSA 3a obOeclieueHrneM Oe30MacHOCTH 3HAYMMOTO
00BeKTa 0 HEOOXOIUMOCTH TOPAOOTKH (MOIEPHU3AIINHN ) €T0 TIOJICUCTEMBI 0€301TaCHOCTH.

Oobecneyenne 6e30MACHOCTH 3HAYMMOI0 00BEKTA NPH BBIBOE
€ro u3 IKCIVIyaTaluu

14. Ob6ecnieueHne 6€30MaCHOCTH 3HAYMMOT0 00BEKTA MPU BBIBOJIC €0 M3 IKCILTyaTaIlMH WK TIOCHIe
NPUHATHS PEUICHUS 00 OKOHYaHUH 00pabOTKU HH(OPMAIMU OCYIIECTBIICTCS CYOBEKTOM KPUTHUECKON
HHPOPMAIMOHHON HWHPPACTPYKTYpPHl B COOTBETCTBMM C OKCIUTyaTallMOHHOM JOKyMEHTAIlMeld Ha
3HAYMMBIH OOBEKT U OPTaHU3aALHOHHO-PACIOPSIUTEIBHBIMH JOKYMEHTAMH 110 O€30IIaCHOCTH 3HAYNMOIO
00BbEKTA.



ObGecricueHrne 0€30MaCHOCTH 3HAYMMOTO OOBEKTa NMPHU BBIBOJEC €T0 W3 IKCIUTyaTallud JOKHO
MpeTyCMaTpPHBATh:

a) apxXHUBUPOBaHKE UHPOPMAIMHU, CoAepKalleiics B 3HAUUMOM 00BEKTE;

0) yHMYTOXeHHe (CTHpaHHe) NAHHBIX W OCTATOYHONW HH(OpPMAIMH C MAIIWHHBIX HOCHUTeNeH
uHGpOpMAIUH U (W) YHUUTOKEHUE MAIIMHHBIX HOCUTENICH HH(POPMAIIHH;

B) YHHUTOXEHUE JAaHHBIX 00 apXUTEKType U KOHQUTYpaAIMK 3HAYNMOTO O0BEKTa,;

') apXMBUPOBAHHE MM YHHITOXKECHHE DKCILTYyaTAIIMOHHON JTOKYMEHTAI[UM Ha 3HAYUMBIA OOBEKT H
€ro TOJACHCTEMYy 0€30MaCHOCTH M OpraHH3aIllMOHHO-PACIOPSIUTEIBHBIX JOKYMEHTOB MO 0€30MacHOCTH
3HAYUMOT'O OOBEKTA.

14.1. ApxuBupoBaHme uWH(OpPMAITMH, COAEpXKamieiics B 3HAYUMOM OOBEKTE, IOJIKHO
OCYIIECTBIIATHCS B clydae ee AalbHEWIIero WCIIOJIb30BaHUS B JEATEIBHOCTH CyOBhEKTa KPUTUYECKOM
WH(POPMAITMOHHOW HHPPACTPYKTYPHL.

14.2. YHu4roxxeHue (CTHpaHHWE) NAHHBIX W OCTATOYHON MH(OpPMAIMKA C MAaIIMHHBIX HOCHUTENEH
WHQOPMaIIK OCYIIECTBISACTCS B cIy4ae 0OpadOTKU 3HAYMMBIM 00BEKTOM MH(POPMALIUU OTPAHUYECHHOTO
JOCTyNla WM B Cllydyae MPUHSATHA TAaKOrO pEIIEHHs CYyOBEKTOM KPUTHYECKOM HHGOPMAMOHHON

WHPPACTPYKTYPHI.

VYHuuTOKEeHUE (CTUpaHHe) MaHHBIX W OCTaTOYHOM HWHQOpPMAalMH C MAIIUHHBIX HOCHUTENEH
MHQOpPMALMK POU3BOIUTCS NPU HEOOXOAMMOCTH MEpeJadyd MALIMHHOIO HOCHUTEIs HHGpOpMaLuu
JpyroMy IIOJIB30BAaTEII0 3HAYUMOI'O OOBEKTa WJIM B MHBIE OPraHU3aLlUd sl PEMOHTA, TEXHHYECKOTO
00CITy>KUBaHHS WK TAIHEUIIIETO YHUYTOKCHHSI.

[Ipu BBIBO/IE M3 AKCIUTyaTallMd MAIIMHHBIX HOCHUTENEH HHPOPMAIINH, HAa KOTOPBIX OCYIIECTBIISIIACH
XpaHeHue U 00paboTKa MHPOPMAIIMH, POU3BOIUTCS WM (QU3NYCCKOE YHUUTOKECHNUE CAMUX MAIIMHHBIX
HOCHUTEJICH MH(OPMAIMK WU YHUUYTOXKEHHUE COJIEPIKAIIeCs Ha MAIlMHHBIX HOCHUTEISIX HH(OpMaIuu
METOJaMU, HE IPEyCMaTPUBAKOIUMH BO3MOYKHOCTB €€ BOCCTAHOBJICHUS.

VYHuuTOXKEeHHE (CTUpaHHE) HOaHHBIX W OCTAaTOYHOM HMH(OpMAnMM C MAaIIMHHBIX HOCHUTEJIeH
WHQOPMAIUH TTOJUIEKHUT JOKYMEHTHPOBAHUIO B COOTBETCTBUU C OPraHM3al[MOHHO-PACTIOPSAUTEIEHBIMU
JOKYMEHTaMH 10 6€30IaCHOCTH 3HAYHMOTO OOBEKTA.

14.3. Ilpu BbIBOAE 3HAYMMOTO OOBEKTa W3 IKCIUTyaTallMM JOJDKEH OBITh OCYIIECTBIEH cOpOC
HACTPOEK TPOrPaMMHBIX M MNPOTrPaMMHO-ANMapaTHBIX CpPEJCTB, B TOM YHCIIE CPEJICTB 3allUThI
uHdopmany, ynaneHa MHGOPMAIHS O CyOBEKTaxX JOCTyna M OOBEKTax JIOCTyIa, yJaleHbl YYeTHBIC
3aIlUCH T0JIb30BATENeH, a TaKk)Ke HICHTU(DHUKAIIMOHHAS U ayTeHTU(UKAIIMOHHAs HHPOPMaIUs CyObEeKTOB
JOCTYyTIA.

14.4. TIpu BbIBOAE 3HAUMMOT0 OOBEKTa U3 FKCIUTyaTallly BCSI SKCIUTyaTallHOHHAs JOKYMEHTAIUsI Ha
3HAYUMBIA OOBEKT M €Tr0 MOJICHCTEMY 0€30MacHOCTH, SKCIUTyaTallMOHHAs TOKYMEHTAIUs Ha OTAEJIbHBIE
CpEeJICTBA 3aIIUTHI HHPOPMAIINH MOJICKUT APXUBHOMY XPaHEHHIO.

Cpoku XpaHEHHs JOKYMEHTAIlUH OINPEACISIOTCS CyOBEKTOM KPHUTHYECKOW WH(OPMAIMOHHOMN
UHQPACTPYKTYphl B OPraHU3alMOHHO-PACTIOPSIUTENBHBIX JOKYMEHTaX Mo Oe30MacHOCTH 3HAYUMOTO
00BEKTA.

[lo pemennto cyObeKTa KpPUTHYECKOM HMH(POPMALMOHHONH HHQPACTPYKTYpPbl 3KCIUTyaTalldOHHAS
JOKYMEHTAIMs Ha 3HAYMMbIH OOBEKT W €ro TOJCHCTeMY O€30MacHOCTH, a TaKKe OpraHH3aIlOHHO-
pacropsiAuTeNbHbBIE JOKYMEHTBl M0 O€30MacHOCTH 3HAaYMMOro oO0beKTa (MHCTPYKLHH, PYKOBOZCTBA)
MOTYT OBITb YHHYTOXEHBI. B 3TOM ciywyae (akT YHUUTOXKEHHS MOUICKUT JIOKYMEHTHPOBAHHIO
CyOBEKTOM KPHUTHUYECKOW HH()OPMAIIMOHHON WH(PACTPYKTYphl ¢ yKa3aHHEM HAUMEHOBAHHS, COCTaBa
JIOKYMEHTOB, CITOCOOOB ¥ JATHl MX YHUYITOKCHHUS.



I11. TpeGoBaHus K OPraHU3aAUMOHHBLIM U TEXHHYECKHM Mepam,
NPUHAMAEMBbIM 1JIs1 00ecnedeHust 0€30MacHOCTH 3HAYMMBIX 00bEKTOB

15. Ilenpto obecneueHus O€30MACHOCTH 3HAYMMOTO OOBEKTa SIBISIETCS OOEcleYeHUE ero
YCTOWYMBOTO PYHKITHOHHUPOBAHUS B IPOCKTHBIX PEXKUMAaX paObOTHI B YCIOBUAX PEaTH3allii B OTHOIICHUN
3HAYUMOT0 00BEKTa Yyrpo3 0e30nacHOCTH HH(OPMAITUHL.

16. 3amayamu obecrieueHrst 0E€30IMaCHOCTH 3HAYMMOT'0 OOBEKTA SIBJIAIOTCS:

a) TpeAOoTBpaIlleHHe HENMpPaBOMEPHOTO MOoCTyma K HH(OpManuu, oOpabaTbiBaeMON 3HAYHMBIM
00BEKTOM, YHUYTOXKCHHUS TakoW WH(POpPMANMHU, €¢ MOAU(PHUIMPOBAaHUS, OJOKMPOBAHUS, KOIHUPOBAHUS,
MPEIOCTABIICHHSI U PACIPOCTPAHEHUS, a TAKKE WHBIX HENPABOMEPHBIX JCUCTBUI B OTHOIICHUW TaKOU
nH()OpMAaITHH;

0) HemomymieHHe WHPOPMAIIOHHOTO BO3JCHCTBUSI Ha MPOrpaMMHBIC U TPOTPaMMHO-aIapaTHbIe
CpEeJIICTBA, B pe3yNbTaTe KOTOPOTO MOXKET OBITh HAPYIIEHO W (WJIN) MpEeKpameHo (GYHKIMOHHPOBAaHUE
3HAYMMOI'0 OOBEKTA;

B) obecnieueHrne (QPyHKIIMOHUPOBAHHS 3HAYUMOTO OOBEKTa B MPOEKTHBIX PEXMMax ero paboThl B
YCIIOBUSIX BO3IECHCTBUA yTpo3 0e30macHOCTH HHPOPMAIIHH;

r) o0ecrieueHHEe BO3MOXXHOCTH BOCCTAHOBIEHHUS (YHKIIMIOHUPOBAHUS 3HAYMMOTO OOBEKTa
KPUTHYECKOHM MH(DOPMAITMOHHON HHPACTPYKTYPHI.

17. B 3HaunmMbIX 0OBEKTaX OOBEKTAMH, MOMISKANIMMH 3allUTe OT Yrpo3 O0e30MacHOCTH
nHpopmMaiun (00bEKTaMH 3alIUTHI), SIBISIFOTCS:

a) B UH(QOPMAIIMOHHBIX CHCTEMAaX:
nH(popMalus, oopadbaTeiBaeMas B MHGOPMAIMOHHOW CUCTEME;

ImporpaMMHO-ammnapaTHbl€ CpEACTBa (B TOM 4YHUCJIE€ MalIMHHBIE HOCUTECIIN I/IH(i)OpMaHI/II/I,
ABTOMATH3UPOBaHHbBIC PabOYME MECTA, CEPBEPHI, TEICKOMMYHHUKAI[MOHHOE 000pYA0BaHKe, TMHUU CBS3H,
cpencTBa 00paboTKk OYKBEeHHO-IIU(DPOBOH, rpaduueckoii, BUACO- U PeUeBOi HHGOPMAITUH);

MporpaMMHBIE CpeZicTBa (B TOM 4YHCJIE MHKPOIPOTPaMMHOE, OOIIeCUCTEMHOE, NPHUKIAIHOE
MporpaMMHOE O0eCTIeueHHe);

Cpe/CTBa 3alUThl HHPOPMAITUH;

apXUTEeKTypa ¥ KoH(UTrypanus nHPOPMaMOHHOH CHCTEMBI;
0) B uH(GOPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETSIX:
nHpOpMaLus, nepeaaBaeMas 1o JIMHUSIM CBSI3H;

TEJICKOMMYHHMKAIIHOHHOE 000pyZoBaHHE (B TOM 4YHCIIE HpOrpaMMHOe oOecrieueHue, ChUcTeMa
YHpaBIECHHS);

CpEeJCTBA 3aIUThHI HHPOPMAITHH;
apXUTEKTypa U KOHPHUTypalus HHPOPMAIIMOHHO-TEJICKOMMYHHUKAIIMOHHOM CeTH;
B) B aBTOMaTU3UPOBAHHBIX CHUCTEMaX yIPABICHUS:

nHpopMmarus (TaHHBIE) O MapaMeTpax (COCTOSHHU) YMPaBIIeMOro (KOHTPOJIUPYEMOT0) OoOBheKTa
Wwid Tmpouecca (B TOM 4MCiIe BXOAHas (BbIXOAHAs) wuH(pOpMauus, yHpaBigoomas (KOMaHIHas)
UHpOpMaIUs, KOHTPOJIbHO-U3MEPHUTEIbHAs HHQOpMALKs, HHAST KPUTHYECKH BakHAs (TEXHOJIOTHYECKas)
uHpopMaIus);



MporpaMMHO-anmnapaTHele cpeicTBa (B TOM 4HCJIEe aBTOMAaTU3UPOBaHHBIE pabouue Mecrta,
IPOMBIIIIEHHBIE CEPBEPBI, TEJIEKOMMYHHUKALMOHHOE 000pYyIOBaHUE, JUHUHU CBA3U, NIPOrpaMMHUpPYEMBbIE
JIOTHYECKHE KOHTPOJUIEPHI, MPOU3BOJACTBEHHOE, TEXHOJOTHYECKOE 000pynOBaHHE (HCIOIHHUTEIbHBIC
yCTpOIiCTBA);

OpOrpaMMHBIE CpeACTBAa (B TOM YHCIE MHKPOIPOrPaMMHOE, OOLICCHCTEMHOE, IPUKIATHOS
nporpaMMHoe obecreueHue);

CpeACTBa 3aIUTHl HHPOPMALIUH;
aApXUTEKTypa U KOHPUTYpaIus aBTOMATH3UPOBAHHON CUCTEMBI YIIPaBIICHHSL.

18. Obecneuenne 0e30MacCHOCTH 3HAYUMOTO OOBEKTa AOCTHUrAETCS MyTEeM MPUHATHA B paMKax
HOJICUCTEMBI 0E30ITaCHOCTH 3HAYMMOTO OOBEKTa COBOKYITHOCTH OPTaHM3ALMOHHBIX U TEXHUIECKUX Mep,
HampaBJICHHBIX Ha OJIOKMpOBaHHWE (HEWTpanu3aluio) yrpo3 0e30macHOCTH WH(POPMALUH, peann3alus
KOTOPBIX MOET MPUBECTU K MPEKPAICHUIO WM HAPYIICHUIO (PYHKIIMOHUPOBAHUS 3HAUUMOTO O0BEKTa U
obOecrnieunBaromero (ympaBisieMOTro, KOHTPOJIMPYEMOTO) WM TIpollecca, a TakkKe HapyIeHUIo
Oc3omacHocTH  oOpabaThiBaeMoll  mH(poOpManuu — (HApYWIEHHIO  JOCTYHNHOCTH,  IIEJIOCTHOCTH,
KOH(UACHIUATBHOCTH HH(OPMAITUH).

OpraHu3aiioHHbIe ¥ TEXHUYECKHE MEpPHI M0 00eCleYeHnI0 Oe30MacHOCTH 3HAYUMOTO OOBEKTa
MPUHAMAIOTCSA CYOBEKTOM KPUTHUYECKOW HH(OPMAIMOHHON HH(QPACTPYKTYpPhl COBMECTHO C JIMIIOM,
9KCIUTYaTUPYIOIIUM 3HaYUMBbIH 00BEKT (TIpu ero Hamuuuu). [Ipu 5ToM Mexay cyObeKTOM KpUTHYECKON
UH()OPMAMOHHOW HMH(PACTPYKTYPHI U JIUIIOM, SKCIUTyaTHPYIOIIUM 3HAYUMBIA OOBEKT, TOJDKHO OBITh
MPOBEJICHO pasrpaHWdYeHrne QYHKIWH MO 0OeCIedeHni0 0e30MacHOCTH 3HAYMMOTO O0BEKTa B XOJAE €ro
IKCILTyaTal|u.

19. Mepsl o o0ecrieueHNI0 O€30MMacCHOCTH BBHIOMPAIOTCS U PEATM3YIOTCS B 3HAUUMOM OOBEKTE C
YUETOM yrpo3 06e30macHoCcTH HHpOopMaIMy MPUMEHHUTEILHO KO BceM 00BEKTaM U CyObEeKTaM JI0CTyIa Ha
arrmnapaTHoM, CUCTEMHOM, IPUKIIAAHOM U CETEBOM YPOBHAX, B TOM 4YHCJIC B CPEIC BUPTyaJIn3alluu.

20. Mepsl mo obecneuyeHHIO O€30MAaCHOCTH 3HAYUMOIO OOBEKTa NPHUHUMAIOTCA CYOBEKTOM
KPUTHYECKOW WHPOPMAMOHHON WHPPACTPYKTYpHl CAMOCTOSITEBHO WJIH TIPH HEOOXOIUMOCTH C
MIPUBJICYEHUEM B COOTBETCTBUHU C 3aKOHOAATENbCTBOM Poccuiickoin denepanny opraHu3alyii, UMEIOMNX
B 3aBUCHMOCTH OT MH(popMauuu, o0padaTbiBaeMoi 3HaUUMBIM 00BEKTOM, JIMIIEH3UIO Ha AESITEIbHOCTD 10
TEXHUYECKOW 3amuTe MHPOPMALIUH, COCTABIISIONIEH TOCY1apCTBEHHYIO TaliHy, U (MJIM) HA JESTENbHOCTh
M0 TEXHUYECKOH 3a1uTe KOHQUACHIINATBHON HHpOpMaIUH

21. TlpuHuMaeMble OpPraHU3al[MOHHBIE W TEXHUYECKHE MeEpbl M0 obOecreveHuto 6e30macHOCTH
3HAYUMOTO OOBEKTa JIOJDKHBI COOTHOCHTHCS C MepaMH [0 TPOMBINUICHHOH, (QYHKIMOHATBHOM
0e30MacHOCTH, WHBIMH MEpaMU 10  OOCCHCUCHHIO OC30MacHOCTH  3HAYUMOrO0  OOBEKTa U
obecrieyrBaroiero (yrnpaBisieMOro, KOHTPOJIUPYEMOro) oObeKTa MM mpoliecca. [Ipu 3ToM Mephl 1Mo
o0ecreyeHn o0 Oe30MaCHOCTH 3HAUUMOTO 00BEKTa HE JOJIKHBI OKa3bIBATh OTPHUIIATEILHOTO BIMSHUS Ha
(GYHKIIMOHUPOBAHUE 3HAYMMOTO 00BEKTA B TIPOCKTHBIX PEKUMaX €ro paboThI.

22. B 3HauMMBIX 00BEKTaX B 3aBUCHMMOCTH OT UX KaTErOpWHU 3HAYMMOCTH M YIpo3 0€30MaCHOCTH
WH(POPMAITUH JTOJKHBI OBITh PEATU30BaHbI CIEAYIONINE OpraHH3aIllHOHHBIE M TEXHUYECKUE MEPHI:

uaeHTuukanus u ayrearupuranys (MAD);
ynpasienue goctyrnom (YI1J1);

orpanudenne nmporpammuoit cpeast (OI1C);

3aIuTa MaluHABIX HocuTenel nadopmanuu (3HN);
aynut 6e3onacHocTH (AY);

aHTuBUpYycHas 3amuTa (AB3);



MpeJoTBpalleHne BTOpKeHnH (kommbloTepHbIx atak) (COB);
obecmieuenue menoctaoctr (OLJI);

obecneuenue nocrynsoctu (OT);

3aInTa TeXHIIecknx cpeacts u cucreM (3TC);

3ammTa HHHOPMALMOHHOW (aBTOMAaTH3MPOBaHHOK) cucTeMbl 1 ee koMnoHeHToB (3UC);
IIAHUPOBAHKUE MEPOTIPUATHH 110 obecnieuenuro 6e3omacaocty (I1JIH);
ynpasienue koHpurypanueii (YK®D);

ynpaBieHre 0OHOBIEHUAMH porpaMMHoro obecreuerus (OI10);
pearupoBaHue Ha HHIUAEHTHI HHpopMannonHoi 6ezomacHocTu (MTHLY);
oOecrieyeHue aeicTBUi B HemTatHbIX cutyanusx (JHC);
nH(popmupoBanue u 00ydenue nepconana (MUI10).

CoctaB Mep 1o obecrneuyeHH0 0e30IaCHOCTU 3HAUYMMBIX OOBEKTOB B 3aBUCUMOCTU OT KAaTETOPUU
3HaYMMOCTH NPUBEICH B IPWIOKEHUH K HacToAmMM TpeboBaHusIM.

[lpu peammzamum mep mo obecriedyeHUI0 OE30MaCHOCTH 3HAYUMBIX OOBEKTOB MPHUMEHSIOTCS
METOUYeCKHe TOKyMeHTHI, pazpadoranasie ®CTIOK Poccnu B cOOTBETCTBUU € IOAMYHKTOM 4 TyHKTA 8
[Tonoxenuss o denepanbHON CiIyk0e MO TEXHUYECKOMY M 3KCIIOPTHOMY KOHTPOJIIO, YTBEPXKIECHHOTO
Vkazom IIpesunenta Poccuiickoit @eaeparuu ot 16 aBrycta 2004 . N 1085.

23. Bpibop Mep mo obecrieueHHIO O€30MacHOCTH 3HAYMMBIX OOBEKTOB JUIA HX peaau3aluu
BKJIIOYAET:

a) onpezesieHue 6a30BOro Habopa Mep Mo 00ECIICYCHUI0 0E30MTaCHOCTH 3HAYMMOI'0 00BEKTa;
0) aganrarnuio 6a30Boro HabOpa Mep 1Mo 00ecTIeYeHII0 0€30ITaCHOCTH 3HAYUMOTO 00BEKTA;

B) JONOJIHEHHE aJalTHPOBAHHOTO Habopa Mep Mo oOecnedeHHro Oe30MacHOCTH 3HAYMMOTO
00BbEKTa MepaMH, YCTAaHOBJICHHBIMA MHBIMH HOPMAaTUBHBIMH [IPABOBBIMHU aKTaMH B 00JIACTH 00€CTIEUCHUS
0e30MmacHOCTH KPUTHYECKON HHQOpManmoHHONW WHGpacTpykTyphl Poccuiickoit denepanun M 3aIluThI
WHPOPMAITUH.

BazoBerit Habop Mep 1Mo obecrieueHro 0€30MacCHOCTH 3HAYMMOTO 00bEKTa ONPEICIAeTCS Ha OCHOBE
YCTAaHOBJICHHOW KAaTETOpWUH 3HAYMMOCTH 3HAYUMOTO OOBEKTa B COOTBETCTBHHM C TIPHIOKECHHEM K
HacTosmwM TpeGoBaHMsIM.

BbazoBerit Habop Mep 1o obecreueHnI0 0€30MaCHOCTH 3HAYMMOTO O0BEKTa MOJISKHUT aIalTallid B
COOTBETCTBMM C yrpo3amu 0Oe€30macHOCTH HH(pOpPMAaNUK, NPUMEHIEMbIMH HH(PpOPMAIIMOHHBIMU
TEXHOJIOTHSIMA U OCOOEHHOCTAMHU (YHKIIMOHHPOBAHUS 3HA4MMOro ooObekra. llpm atom m3 6a3oBoro
HaObopa MOTyT OBITh HWCKIIOYEHBI MEpBI, HEMOCPEACTBEHHO CBS3aHHBbIE C WH(POPMAIIMOHHBIMU
TEXHOJIOTHSIMH, HE HCIOJB3YEMBIMU B 3HAUUMOM OOBEKTE, UM XapaKTEPUCTUKAMHU, HE CBOMCTBEHHBIMHU
3HauuMoMy 00bekTy. [Ipu aganraiuu 0a30Boro Habopa Mep Mo 00eCeUEHUIO 0€30IIaCHOCTH 3HAYUMOI0
oOBeKTa M  KaXIOW yrpo3el Oe3omacHOoCTH WH(OpPMANuM, BKIOYEHHOW B MOJEIb YIpo3,
COITOCTABJIICTCS. MEpa WM TPyIIa Mep, 00eCIeUnBaONIUe OJIOKUPOBAHUE OJTHOW HITM HECKOJIBKUX YTPO3
0€30MacCHOCTH WJIM CHH)KAIOIIUE BO3MOKHOCTh €€ PEeaIM3allii MCXO/I U3 YCIOBUN (YHKIIMOHHUPOBAHHS
3HaYuMOro oObekTa. B cimyuae ecnm 0a30BbIi HA0OpP MEp HE IMO3BOJAET OOECHEUYHMTH OJOKMPOBAHHE
(HeWTpann3anuio) Bcex yrpo3 0e30macHOCTH WHGOPMAIIMH, B HETO JOMOJHUTEIHHO BKITIOYAOTCS MEpHI,
MIpUBEIEHHBIC B TIPWIOKEHUN K HACTOAIINM 1peGoBaHUsM.

JlomomHeHNE aganTHPOBAaHHOTO Habopa Mep Mo 00ecIeueHU 0 0e30MacHOCTH 3HAYMMOTr0 O00BEKTa



OCYILIECTBIISIETCSL C IEJbI0  BBITIONHEHHUsSI TPEeOOBaHWH, YCTAHOBICHHBIX WHBIMH HOPMATUBHBIMU
MPaBOBBIMH aKTaMH B o0OjacTH oOecredeHusT OE30MacHOCTH KPUTHYECKOW HH(POPMAITMOHHOM
UHPPACTPYKTYPHI U 3amuThl nHGOpManuu. JlonoaHeHne aJanTHPOBAHHOTO HA0Opa Mep MPOBOJUTCS B
clly4ae, €ClM B OTHOIICHWU 3HAYMMOTO OOBEKTa B COOTBETCTBUU C 3aKOHOJATENBCTBOM Poccuiickoit
Oenepani TakXKe  YCTAHOBICHBI TpeOOBaHWS O 3amure WHGOPMAIUK, COJACpKalleiics B
TOCYJJAPCTBEHHBIX HH(OPMAIMOHHBIX CUCTEMaX, TPeOOBAHUS K 3alllUTE MEPCOHANBHBIX JAHHBIX TPU HX
00paboTKke B MH(GOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX, TPEOOBAHUS K KPUNTOrpaduIecKoi
3ammTe WHQOpMAIMd WIM WHBIE TpeOOBaHWA B OO0MACTH 3amMTHl HWHOOpPMAIMH ¥ OOSCICUCHHS
0e30MmacHOCTH KPUTHYECKOW HH(POPMAITHOHHOW HHPPACTPYKTYPHL.

24, B ciydae eclii 3HAYMMBIH OOBEKT SBISCTCS TOCYNAapPCTBEHHOW MH(OPMAIMOHHOW CHUCTEMOMN
Wi WHPOPMAIMOHHONW CHCTEMOH TEPCOHAIBHBIX JAHHBIX, MEpPhI MO OO0CCIEUYCHUIO 0e30MacHOCTH
3HAYMMOTO OOBEKTa W Mephl 3ammuThl HHQOpMaruu (1Mo 00eCIeUeHUI0 IEePCOHANBHBIX JaHHBIX)
MPUHUMAIOTCS B COOTBETCTBUH C 00JIee BRICOKOW KaTeropuel 3HAaYMMOCTH, KJIIACCOM 3alUICHHOCTH WU
YPOBHEM 3alUINEHHOCTH ePCOHATTHBIX JTaHHBIX.

25. Ecnum mnpuHATEIE B 3HAYMMOM OOBEKTE MEpHI IO O0ECMEYeHHI0 IMPOMBIIUICHHOM,
¢$yHKUMOHANIBHOW Oe3omacHOCTH W (WiH) (QU3NYEcCKOr 0e30MacHOCTH JOCTATOYHBI Uil OJOKHPOBaHUS
(HeWTpann3annn) OTAENBHBIX YTPOo3 0€30MacCHOCTH WH(GOPMAITUH, TOTIOJHUTEIbHBIE MEPHI, BRLIOPAHHBIE B
COOTBETCTBHH C ITyHKTamu 22 u 23 HacTtosmmx TpeboBanuii, MOTyT He puMeHAThCA. [Ipu 3TOM B X0/€
pa3pabOTKH OPraHU3alMOHHBIX U TEXHUYECKUX Mep M0 00eCTieYeHNI0 Oe30MaCHOCTH 3HAUMMOTO 00bEKTa
JOJDKHA OBITH OOOCHOBaHA JOCTATOYHOCTh IPHMEHEHUS Mep IO OOECIEUYEeHUIO IMPOMBIIIICHHON
Oe3omacHOCTH WK (HU3NIECKON OE30MACHOCTH ISl OJOKUPOBAaHUSA (HEUTpaTU3aIllii) COOTBETCTBYIOIINX
yrpo3 6e30nacHOCTH HHPOPMALIUH.

26. [Ipn OTCYTCTBMHM BO3MOKHOCTH peai3alii OTACTBHBIX Mep N0 00ecTieYeHnIo 6€30IIaCHOCTH H
(M) HEBO3MOXKHOCTH UX NMPUMEHEHHUS! K OTHENbHBIM OOBEKTaM U CyOBeKTaM AOCTyHa, B TOM YHCIE
BCJICJICTBAE WX HETaTUBHOTO BIWSHHUS Ha (PYHKIMOHHPOBAHHE 3HAYMMOTO OOBEKTa B MPOEKTHBIX
peKMMax 3HAYMMOTO OOBEKTa, JOJKHBI OBITH pa3paboTaHbl M BHEAPEHBI KOMIICHCHUPYIOIIUE MEpHI,
obecrieunBaronIye OJIOKMpOBaHUE (HEUTpaN3allrio) yrpo3 0e30MacHOCTH WH(GOPMAINH C HEOOXOAMMBIM
YPOBHEM 3aIIUIICHHOCTH 3HAYMMOTO O0BeKTa. [Ipm 3TOM B X04e pa3pabOTKH OpPraHM3aIMOHHBIX U
TEXHUYECKUX MEp MO OoOeclevyeHUI0 0e30MacHOCTH 3HAYMMOTO OOBEKTa JOJDKHO OBITh OO0OCHOBAHO
NPUMEHEHNE KOMIICHCHUPYIOIIMX Mep, a IpPH NPHEMOYHBIX HCHBITAaHUAX (ATTECTAllMM) OIICeHEHA
JOCTaTOYHOCTh M aJ€KBATHOCTH JAHHBIX KOMIICHCHPYIOUIMX Mep ISl OJOKUpOBaHMS (HEHTpaM3allim)
yrpo3 6e30nacHOCTH HHPOPMAIIUH.

B kauecTBe KOMIIEHCHPYIOIIMX MEp MOTYT OBITh PAacCMOTPEHBI Mephl MO O00ECHeYeHUIO
MPOMBIIIUICHHOW, (YHKIMOHAIGHOW W (W) (¢u3ndeckoi O€30MacHOCTH 3HAYMMOTO OOBEKTa,
MOJ/ICPKUBAOIIIE HEOOXOJUMBI YPOBEHB €T0 3alIUIICHHOCTH.

27. TexHuuyeckre Mepbl IO obOecreueHHI0 Oe30MacHOCTH B 3HAYMMOM OOBEKTE PEaTn3yroTCs
MOCPEACTBOM HCITOJIB30BAHUS NMPOTPAMMHBIX M MPOrPaMMHO-aNNapaTHBIX CPENCTB, NMPUMEHSIEMBIX IS
obecrieyeHnsi 0€30MACHOCTH 3HAYUMBIX OOBEKTOB - CPEJCTB 3allUThl WHpOpManuu (B TOM 4YHCIE
BCTPOEHHBIX B O0IIECHCTEMHOE, IPUKIIaJHOE MPOrpaMMHOE 00ecIieueHHe).

[Ipr >TOM B NPUOPHUTETHOM MOPAKE MOAJIECKAT NMPUMEHEHHIO CPEICTBA 3alUTHl MH(POpPMALINH,
BCTPOCHHBIE B MpPOTrpaMMHOEe obecrieueHne ¥ (WIJIM) IPOrpaMMHO-allapaTHBIE CPEICTBA 3HAYMMBIX
00BEKTOB (IIPU UX HATTHMYHH).

28. Jna oOecrneyenusi 0€30MaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUYECKOH HH(OPMALMOHHON
UHQPACTPYKTYpHl JIOIDKHBI TPUMEHSTHCS CPEJICTBA 3alllUThl MHQOpMAIMK, TMPOIICANINE OIEHKY Ha
COOTBETCTBHE TPEOOBAaHUIM IO O€30MaCHOCTH B popMax 00s3aTeIbHON cepTU(UKALNN, UCTIBITAHUN WK
NPUEMKH.

CpencrBa 3aiiuThl HHGOPMAILIMH, MPOIICANINE OICHKY COOTBETCTBUSA B (opme 00sA3aTenbHOMN
CepTU(UKAINH, TPUMEHSIOTCS B CIyYasX, yCTAHOBICHHBIX 3aKOHOATEILCTBOM Poccuiickoit denepariuy,
a TaKKe B CITy4yae MPHHATHS PEIICHUS CyObEKTOM KPHUTHUECKOI HHDOPMAITMOHHONW HHPPACTPYKTYPHI.



B wuHBIX croydasx TpPUMEHSIOTCS CpPEJACTBA 3allUTHl WHGOPMAIUK, TMPOIISAIINE OICHKY
COOTBETCTBHS B (hOpME HCTBITAHUN WM MPHEMKH, KOTOPBIE MPOBOJATCS CYyObEKTaMH KPUTHIECKOM
WHGPOPMAITMOHHOW MH(PACTPYKTYPhI CAMOCTOSTEIBHO HIIM C TPUBJICUCHUEM OpraHU3allvii, UMEIOIINX B
COOTBETCTBHH C 3aKOHOAATENbCTBOM Poccuiickoii denepanuu JMIEH3UM Ha ACATEIBHOCTh B 001aCTH
3aIUTH HH)OPMAIIHH.

UcnbiTanus (mpueMka) CpeicTB 3aluThl WH(GOpPMAIMU TPOBOISTCS OTICIBLHO WIH B COCTaBe
3HaYUMOT'0 00BEKTa KPUTUICCKOH MH(OPMAITMOHHOW HH(PACTPYKTYPHI B COOTBETCTBUU C IPOrPaMMON U
METOJIUKAaMU HCTBITAaHUH (MIPUEMKH), YTBEPXKIAEMBIMH CYOBEKTOM KPUTHYECKOH HH(POPMAIMOHHON

UHQPACTPYKTYPHI.

29. B ciayyae WHCIONB30BaHUS B 3HAYMMOM OOBEKTE CEPTH(PHUIIMPOBAHHBIX HA COOTBETCTBUC
TpeOOBAHMAM TI0 O€30TIaCHOCTH HH(OPMAITIH CPEACTB 3aITUTHI HH()OPMALTHH:

a) B 3HAYUMBIX 00BEKTax 1 KaTCropun NpuMEHAIOTCA CPEACTBA 3alIUThI I/IH(l)OpMaL[I/II/I HE HIDKE 4
KJIacCa 3alllUThI, a TAKXKE CPEACTBA BBIYMCIUTEIIFHON TEXHUKH HE HIDKE 5 KJj1acca,

0) B 3HAYMMBIX O00BEKTaX 2 KaTeTOPWUHU MPUMEHSIOTCS CPEACTBA 3alIUTHl HHPOPMALIUK HE HIKE 5
KJlacca 3aluThl, a TAKXKE CPEICTBa BBIYMCIUTEILHOW TEXHUKH HE HUKE 5 Kiacca;

B) B 3HAUMMBIX O0BEKTaxX 3 KaTErOpHM NMPHUMEHSIOTCA CPEACTBa 3alMThl MH(opMmanmu 6 Kiacca
3alUTHI, a TAKXKE CPEeICTBA BRIYMCIUTENIBHON TEXHUKH HE HIKE 5 Kiiacca.

I[lpu »>TOM B 3HaUMMBIX OO0BEKTaX 1 W 2 Kareropuii 3HAYUMOCTH IPHUMEHSIOTCS
CepTUQHULUUPOBAHHBIE CPENCTBA 3AIIUTHl HWHGOPMALUM, MPOLICAIINE HNPOBEPKY HE HIKE 4deM mo 4
YPOBHIO KOHTPOJISI OTCYTCTBHSI HEJCKIAPUPOBAHHBIX BO3MOXHOCTEH. CyOBEKTOM KpPUTHUYECKON
WHQOPMAITMOHHONH UHQPACTPYKTYPBl MOKET OBITH MPHUHSATO PEIICHHE O MOBBIIICHUH YPOBHS KOHTPOJIS
OTCYTCTBHS HEIEKJIapUPOBAHHBIX BO3MOXHOCTEH CPEICTB 3aLIUTHl HHPOPMALIH.

Kitaccrl 3amuThl onpeessitoTCs B COOTBETCTBUU ¢ HOPMATHUBHBIMH TMpaBOBeIME akTamu OCTIK
Poccun, n3nanHsIMu B cOOTBETCTBHM ¢ oAIMyHKTOM 13.1 mynkTta 8 [lomoxxenus o denepanpHoit ciyx0e
M0 TEXHWYECKOMY W OSKCIIOPTHOMY KOHTPOJIO, YyTBepKIeHHoro Yka3zom I[Ipesmmenta Poccwuiickoit
®Oenepanuu ot 16 aBrycta 2004 . N 1085.

[Ipu UCMONB30BaHUM B 3HAUUMOM OOBEKTE CPEJICTB 3alUThl HH(MOPMAIUK, CePTU(GHUIIMPOBAHHBIX
1o TpeOOBaHHUAM 0€30MaCHOCTH HHPOPMAITUH, YKa3aHHBIC CPEJICTBA JIOJDKHBI OBITh CEPTU(OUITUPOBAHBI HA
COOTBETCTBHE 00s3aTeIbHBIM TpPEOOBaHUSAM IO 0E30MaCHOCTH UWH(POPMAIMH, YCTAHOBJICHHBIM
HOPMATUBHBIMU TPABOBBIMU aKTaMH, WJIH TPEOOBAHUSM, YKa3aHHBIM B TEXHUUECKUX YCIOBHUSX (3a1aHUSIX
1o 0€30IMacHOCTH).

OyHkuKM 0€30MacHOCTH CPEJICTB 3allMThl WHGOPMAIMKM JO/DKHBI 00ECIICYMBATh BBIMOJIHEHUE
Hacrosmux TpedoBaHuUi.

30. IlpumeHsieMble B 3HAYMMOM OOBEKTE MPOrPAaMMHBIE M MPOrpaMMHO-alIapaTHBIE CPEACTBa, B
TOM 4YHCIIE€ CpEeACTBAa 3alIUThl HWHOOPMAIWW, TOJDKHBI OKCIIyaTHPOBAaThCS B COOTBETCTBUH C
MHCTPYKUUSAMH (IIPaBUIaMHU) TO SKCIUTyaTalliy, pa3padoTaHHBIMU pa3padoTInKaMu (TIPOU3BOIUTEIISIMH)
9THUX CPECTB, U MHOM 3KCITyaTallMOHHOW JOKYMEHTalUEH.

31. IIpumeHseMble B 3HAYMMOM OOBEKTE MPOrpaMMHBIE M MPOTPaMMHO-AIIapaTHbIe CPEACTBa, B
TOM YHCJIE CpEACTBA 3aIlUTHl HMH(POpPMALWH, OOKHBI OBITH OOecredyeHbl TapaHTHHHOW W (WIIN)
TEXHUUYECKOMN MOATEPHKKOM.

[Ipu BBIOGOpPE TPOTPaAaMMHBIX M MPOTPAMMHO-AIAPATHRIX CPENICTB, B TOM YHWCIIE CPEACTB 3aIIUTHI
MHQOpPMaIUK, HEOOXOAWMO YYHUTHIBATH HAIMYKME OTPAHMYCHUM Ha BO3MOXKHOCTH HX MPHUMEHEHUS
CyOBEKTOM KPUTHUYECKOH WH(POPMALMOHHONW WHQPACTPYKTYpHl Ha JIOOOM U3 MPHHAAJICKAIIUX €My
3HAUYUMBIX OOBEKTOB KPUTHYECKOW HH(POPMAIMOHHOH HMHQPACTPYKTYPHI CO CTOPOHBI Pa3pabOTUMKOB
(nponsBoaWTENEH) NI UHBIX JIHII.

B 3HaunMoM 00BeKTe He AOITYyCKarOTCA:



HaJINYUC YAAJICHHOI'O0 AJOCTyIlda HEMMOCPCACTBCHHO (HaHpﬂMyIO) K nporpaMMHbIM U HIPOTpaMMHO-
arrmapaTHbIM CpE€ACTBaAM, B TOM YHCIC CPEACTBAM 3alllUThI I/IH(bOpMaI_II/II/I, JUIA OOHOBJICHUS HIIH
yrpaBJICHUA CO CTOPOHBLI JIMII, HE ABJIAIOIINXCA paGOTHI/IKaMI/I Cy6’I)CKTa KpI/ITI/IqCCKOI‘/'I HH(pOpMaHHOHHOﬁ

UHPPACTPYKTYPBI;

HJINYKE JIOKAIbHOTO OECKOHTPOJBHOIO AOCTYNA K IPOTrPaMMHBIM M IPOrpaMMHO-aIllIapaTHBIM
CpeAcTBaM, B TOM YHCJE CPEICTBaM 3allUTbl MH(OpMalWu, A OOHOBJICHHUS WIIM YNPaBICHUS CO
CTOPOHBI JIML, HE SBISAIOMMXCS pabOTHUKaMH CyOBEKTa KPUTHUECKOH HH(POPMAIOHHON

UHPPACTPYKTYPHI,

nepenaya uwHGOpMAIMK, B TOM YHCIE€ TEXHOJIOTMYECKOW WHQOpMalmu, pa3paboTUuKy
(TIpOU3BOUTEINIO) TIPOTPAMMHBIX W MPOTPAMMHO-AIIAPATHRIX CPEACTB, B TOM YHUCIIE CPEACTB 3allUThI
nH(GOPMAIUH, WM WHBIM JHUIaM 0e3 KOHTPOJS CO CTOPOHBI CyOBeKTa KPUTHUECKOW HH(POPMAIMOHHON

UHQPACTPYKTYPHI.

32. [lpu uCMONb30BaHMM B 3HAYMMBIX OOBEKTaX HOBBIX WH(POPMAIMOHHBIX TEXHOJOTUH H
BBISIBJIICHUH JIOTIOJTHUTEIBHBIX YTpo3 0e300acHOCTH MH(OPMAINH, [T KOTOPBIX HE ONPEIEICHBI MEPHI 10
obecriedeHnIo 0e30MaCHOCTH, JOJDKHBI pa3pabaThiBaThcs KOMIICHCHPYIOIIME MEPhl B COOTBETCTBHUHU C
nyHKTOM 26 HacTosiux TpeboBanuii.

IIpunoxenue

Kk TpeboBanusaM o obecredeHuto
0€30MacHOCTH 3HAYMMBIX O0OBEKTOB
KPUTHYECKOH HHPOPMAITHOHHOMH
uH@pacTpykTypsl Poccuiickoii ®enepanumu,
yTrBepxkAeHHBIM IprkazoM PCTIK Poccun
ot 25 nexabps 2017 r. N 239

COCTAB
MEP 110 OBECIIEYHEHHIO BE3OITACHOCTHU AJ51 3HAYNUMOI'O OBBEKTA
COOTBETCTBYIOHIENA KATETOPUM 3HAYUMOCTH

O6o03Haue Mepsl oOecrieueHus 6e30MaCHOCTH 3HAYUMOT0 00BEKTa Kareropus 3naunmoctu
HHE U
HOMEp 3 2 1
MepBbI

I. Unentudukanus u ayrearudukanus (MAD)

NAD.0 PazpaboTka NOIMTUKY HACHTU(PHUKALINN U ayTEHTU(QUKALTN + + +

UAD. 1 Wnentnduxanms n ayreHTHPUKAINS TOIb30BaTENeH U + + +
WHULMHPYEMBIX UMH MIPOLIECCOB

NAD.2 Unentndukanys v ayreHTH(OUKAIMS yCTPOICTB + + +

NAD.3 VYnpasienue uaeHTHPHUKATOPAMHA + + +

NAD.4 VYnpasnenue cpecTBaMy ayTeHTU(HUKALTIH + + +

UA®D.5 |Unentudukanus 1 ayTeHTHPUKALNS BHELIIHUX MOJb30BaTeneit | + + +

NAD.6 JIBycTOpOHHSIS ayTeHTUhUKALINS




NAD.7 3ammra ayTeHTUPHUKaIMOHHON HH(OpMAIUY TIPH Iiepeaaye

II. Yopasnenne goctymom (YIII)

YIIA.0 Pa3zpaboTka MOMTUTHKHN yIpaBIeHUS TOCTYIOM
YIIA.1 VYipasneHue yu4eTHbIMU 3aIIUCSIMU I10J1b30BaTeNeH
VIIA.2 Peanuzanys NOIUTUK yIpaBIeHUS AOCTYIIOM
YIIA.3 JoBepenHas 3arpy3ka

VIIJI.4 Paznenenue nmomHoMounii (podieit) mosap30BaTeei

VIIJ.5 | Haznauenne MHHUMAaIbHO HEOOXOAMMBIX MPaB U MPUBHIETUI

OrpaHnueHue HEYCHEIHbIX HOMBITOK JOCTYIA B

YIIA.6
WHQOPMAIIMOHHYIO (aBTOMAaTH3UPOBAHHYIO) CUCTEMY

[Ipenynpexnenue nonb30BaTeNs Py €ro JOCTYIE K

YIIA.7
WHPOPMALIMOHHBIM pecypcam

OmnogelneHre NoIbp30BaTENs MPH YCIEITHOM BXOJIE O
VII.8 MPEIBITYIIEM JTOCTYIE K HH()OPMAIIMOHHOH
(aBTOMaTH3MPOBAHHOMN) CUCTEME

YIIA.9 OrpannueHne Yrciia napauieIbHBIX CEaHCOB JOCTyma
VIULI0 BbnokupoBanue ceanca qocTyna nojap30BaTeNs Ipu

' HEaKTUBHOCTHU
VIULI YnpasneHue JeHCTBUSIMU NOJIb30BaTENEH 10 HASHTUDUKALN

' W ayTeHTHU(QHUKAINU
VIIA.12 VYnpasnenue atpubyramu 0e3011aCHOCTH
VIII.13 Peanuzanus 3a0uIIeHHOTO yIaJ€HHOT 0 10CTYyIa
VITL14 KonTtponbs goctyna n3 BHEIHUX HHGYOPMAIIMOHHBIX

’ (aBTOMATH3UPOBAHHBIX) CUCTEM

I1l. Orpannuenue nporpammuoi cpeast (OI1C)

OIIC.0 Pa3paboTka HOTUTHKY OTpaHUYEHHS POTPAMMHOM CPEJIbI
OIIC.1 VYrpasieHue 3amyckom (0OpalieHusIM1i) KOMIOHEHTOB

) MPOrpaMMHOT0 00ecTieueHus
OIIC.2 VYnpasneHue ycTaHOBKOH (MHCTaJUIALMEH) KOMIIOHEHTOB

) MPOrpaMMHOT0 00ecTiedeHus
OIIC.3 VYrpasieHue BpeMEeHHbIMH (aiinamu

IV. 3amuTa MammaERIX HOocuTenel uHpopmarmu (3HN)

3HILO Pa3paboTka MONMUTHKY 3alIUTHI MAITUHHBIX HOCHTENEH

nHpOpPMaLUH

3HU.1 Ydyer MallIMHHBIX HOCUTENIEH nHDOpMaLun




3HU.2

VYrpasieHue GU3NIECKUM JOCTYNOM K MAlTMHHBIM HOCHTEISM
nHpOpPMaLTUH

3HN.3

KonTtponps nepemenienrs MaIMHHBIX HOCUTENEH HHPOpMaIH
3a Mpenenbl KOHTPOIUPYEMOM 30HbI

3HN.4

HckaroueHne BO3MOXKHOCTH HECAaHKIIMOHUPOBAHHOT'O YTCHU
I/IH(bOpMaHI/II/I Ha MallIMHHBIX HOCHUTCIIAX I/IH(i)OpMaI_II/II/I

3HI.5

Kontponp ucnonszoBanus naTepdeiicoB BBoa (BBIBOIA)
WHPOPMALUKN HA MAIIMHHBIE HOCUTENN HH(POPMALUU

3HU.6

Kontpons BBoza (BbIBOAA) HH(GOPMALIMK Ha MAITHHHBIE
HOCUTENHN WHPOPMALIUH

3HN.7

KoHTponb mogximroueHns MallMHHBIX HOCUTENEH HH(pOpMAaLuH

3HN.8

YHudroxxenue (CTupanue) HHHOPMAITUN Ha MAITHHHBIX
HOCUTENSIX MH(popMamu

V. Aymut 6e3onacaoctr (AY [])

AVY]L0

Pa3zpaboTka momuTHKHN ayanTa 6€30MMacHOCTH

AV]L1

WuBenTtapuzanusi ”HGOPMALUOHHBIX PECYpPCOB

AY]L.2

AHanu3 ys3BUMOCTE! U X YCTpaHEHUE

AY]L3

FeHepI/IpOBaHI/Ie BPEMCHHBIX MCTOK 1 (I/IJ'II/I) CUHXpOHH3alus
CUCTCMHOT'O BpEMCHU

AVY]l.4

Perucrtparust coObITHII 6€30MIaCHOCTH

AVY]LS

KouTpoiib u ananu3 cereBoro Tpaduka

AY]L6

3amuTa HHOOPMAIIUU O COOBITUAX 0E30MaCHOCTH

AV .7

MOHI/ITOPI/IHF 0e30IMacHOCTH

AVY]L8

PearupoBanvie Ha cOOH MTPH PETHCTPAIMH COOBITHI
0e30MacHOCTH

AVIL9

AHann3 gefcTBUH MOJIb30BaTENEH

AVIL10

IIpoBeneHne BHYTPEHHUX ayIUTOB

AVIL11

HpOBeJIeHI/Ie BHCUIHUX ayAUTOB

VI. AatuBupycHas 3amura (AB3)

AB3.0

Pa3paboTka NOTUTHKY aHTUBUPYCHOH 3aIIHUTHI

AB3.1

Peanuzanus aHTUBUPYCHOM 3allIUThI

AB3.2

AHTI/IBI/IpyCHaﬂ 3aluTa 3J'IeKTp0HH01>i IMOYTHI U UHBIX CCPBUCOB

AB3.3

KoHTpoib ncnonb30Banust apXUBHBIX, HCTIONHAEMBIX U
3amu(poBaHHBIX (ailyioB

AB3.4

OOHOBIIeHHE 0a3kI JAaHHBIX MMPU3HAKOB BPCAOHOCHBIX




KOMIIBIOTEPHBIX POrpamMM (BUPYCOB)

Hcmonp30BaHue cpeicTB aHTHBUPYCHOM 3aIIUTHI PA3ITMIHBIX

AB3.5 o
MIPOU3BOJUTEICH
VII. IIpenoTBpamenne Brop)KeHni (KoMmbioTepHBIX atak) (COB)

COB.0 Pa3paboTka MoNMTHKY MPEeAOTBPAICHUS BTOPKEHUH

’ (KOMIIBIOTEPHBIX aTakK)
COB.1 O0Hapy>keHHue U MPeI0TBpaIeHne KOMITBIOTEPHBIX aTaK
COB.2 Oo6HoBnenne 6a3bl PeIArONINX MPaBHIT

VIII. O6ecneuenue nenoctaoctu (OLLJT)

OLJLO Pa3paboTka momuTHKY 00ecTieYeHns [IEITOCTHOCTH +
OLJL1 KoHTpob 11e10CTHOCTH POTrpaMMHOTo 00ecieueHHs +
OLJL.2 KonTtpo:is nenoctHocTH HHPOpPMALTUH
OLL3 Orpannuenus 1o BBoay nHGopMaul B UHPOPMALIHOHHYIO

' (aBTOMaTH3UPOBAHHYIO) CUCTEMY
OLUL4 KonTtponp naHHbIX, BBOIUMBIX B HH(POPMAILIMOHHYIO

' (aBTOMaTH3UPOBAHHYIO) CUCTEMY

KonTpois ommbovHbIX AEWCTBUH MOTB30BATENEH 10 BBOAY U
OLJLS5 (wn) nepenade nHGOPMAIUY U TIPEIYIIPEIKICHHIE
MoJib30BaTeliel 00 OMMOOYHBIX IEHCTBUSIX
OLJL6 O6e3nnunBanue u (WIH) AenaeHTHHUKAUS HHPOPMALTUH
IX. O6ecnieuenue mocrymuoctu (OT)

OAT.0 Pa3paboTtka nonutuky obecreyeHns JOCTYITHOCTH +
OAT.1 Hcnonp3oBaHue 0TKa30yCTOWYMBBIX TEXHUUECKUX CPEICTB
04T.2 Pe3epBupoBaHue cpencTB U CUCTEM
OJIT.3 Kontponp 6e30TKka3HOr0 QyHKIIMOHUPOBAHUS CPEACTB U

) CHCTEM
OAT A4 PesepBHOE KOnMpoBaHNE HHPOPMALTUH +
ONT.5 ObecnieueHne BO3MOKHOCTH BOCCTAHOBJICHUS] HH(OPMAITUH +
OJIT.6 Obecrieuenre BO3MOKHOCTH BOCCTAHOBIIEHUS IIPOTPAMMHOTO +

' oOecrieYeHus! P HeIITATHBIX CUTYAIIHSIX
OJIT.7 Krnacrepnzanus uapopmamoHHON (aBTOMaTH3UPOBAHHON )

’ CHCTEMBI
OJIT.S KoHTpoJb mpeocTaBisieMbIX BEIMHCIUTENBHBIX PECYPCOB U +

KaHaJIOB CBA3HU

X. 3amuTa Texandeckux cpencts u cucteM (3TC)




3TC.0 PazpaboTka MONMUTUKY 3aIUTH TEXHUUECKUX CPENICTB U + +
' CUCTEM
3TC.1 3ammra nHGOPMALKHU OT YTEUKH 110 TEXHUYECKUM KaHallaM
3TC.2 Opranu3aiys KOHTPOIHPYEMOH 30HBI + +
3TC.3 Ympasnenue pU3HIECKAM JOCTYIIOM + +
3TC 4 Pasmernienue yctpoiicTB BeiBoza (0TOOpaskeHHs) HHGOpMAaLny, + +
’ HCKJIIOYAIoIIee €€ HECAHKIIMOHUPOBAHHBIN TPOCMOTP
3TC.5 3anura OT BHEIIHUX BO3IEHCTBHI + +
3TC.6 MapkupoBaHHe anmnapaTHBIX KOMIIOHEHTOB CHCTEMBI
' OTHOCHUTENFHO pa3penieHHoN K 00paboTke nHPOpMaIH

XI. 3ammta nHpOpMAMOHHON (aBTOMATH3UPOBAaHHOM) crcTeMbl 1 ee KomnoHeHToB (3UC)

PazpaboTka mOMTUTHKY 3aUTH HHPOPMAITHOHHON

3UC.0 . + +
(aBTOMaTU3MPOBAHHOW) CUCTEMBI U €€ KOMIIOHEHTOB
Paznenenne ¢yHKIMIA 10 yIpaBIeHHUIO (2 MIHHCTPHUPOBAHUIO)
3UC.1 |uH(OpMALMOHHON (ABTOMAaTU3UPOBAHHOM) CUCTEMOM C UHBIMU |  + +
GYHKIMSIMHA
3UC.2 3amura nepuMeTpa HHOOPMAIMOHHON (aBTOMAaTU3UPOBAHHON ) + +
' CHUCTEMBI
3UC3 O1ienoHNpoBaHHas 3al11Ta HHYOPMAIMOHHOM + +
' (aBTOMaTH3UPOBAHHOMN) CHCTEMBI
3UC.4 CermenTHpoBaHe HHPOPMAIIMOHHOH (aBTOMAaTH3UPOBAHHOM ) +
' CHUCTEMBI
3UC.5 Opraauzanus JeMIIUTAPU30BAHHON 30HBI + +
3UC.6 VYnpasneHue ceTeBBIMA OTOKaMHU
3UC.7 Hcnonb3oBanue sMysiTopa cpepl PyHKIMOHUPOBAHUS
' nporpamMmmHoro obecniedenus ("mecoynnmna')
31C.8 CokpbITHE apXUTEKTYPBI U KOHGUrypauuu HHHOPMaUOHHON + +
' (aBTOMaTHU3UPOBAHHON) CUCTEMBI
3UC.9 Coznanne reTeporeHHON cpebl
Hcmonp30Banue MporpaMMHOTO 00€CTIedeHNs,
3UC.10 (hYHKITMOHUPYIOIIETO B CPelaX Pa3IMyHbIX OMEPaIliOHHBIX

CHUCTEM

IIpenoTBpalieHue 3aep>KKU UK IPEPHIBAHUS BBITOTHEHUS
3UC.11 | npoueccoB ¢ BBICOKUM MIPUOPUTETOM CO CTOPOHBI IIPOLIECCOB C
HU3KUM IIPHOPUTETOM

I/ISOHHL[I/ISI mponueccon (BBIHOJ'IHGHI/IG nporpaMM) B BBIﬂeHCHHOfI

3UC.12
00J1aCTH aMSITH

3UC.13 3anura HeM3MeHsIEMBIX JaHHBIX +




Hcnonp3oBanue HCIICPEC3allMCbIBACMBbIX MAIIIMHHBIX HOCHUTEJICH

3UC.14
nHpOpPMaLTUH
Peanuzanus 31eKTpOHHOTO MOYTOBOT0 0OMEHA C BHELIHUMH
3UC.15 CEeTsIMH Yepe3 OrpaHMUEHHOE KOJIMYECTBO KOHTPOIUPYEMBIX
TOYEK
3UC.16 3ammuTa OT craMa
3UC.17 3ammra nHGOPMAIMU OT yTEUEK
3UC.18 BbiiokupoBka noctyna K caiiTaM WM TUIIAM CalTOB,
’ 3aIllpelICHHBIX K UCTIOIBb30BaHUIO
3UC.19 3amuTa nHQOpPMAITUH TIPH ee Tiepenade Mo KaHajiaM CBI3H
3UC.20 ObecrieueHne JOBEPEHHBIX KaHaIa, MapIIpyTa
3UC21 3anpeTt HeCaHKIIMOHUPOBAHHON yIaIEHHON aKTUBALIUU
’ niepudepuitHBIX YCTPOWCTB
Ynpagnenue arpuOyTaMu 0€30MaCHOCTH MPHU B3aUMOJICHCTBUN
3UC.22 C MHBIMHU HH()OPMAIIMOHHBIMY (aBTOMaTH3WPOBAHHBIMH)
CHUCTEMaMH
3UC.23 KonTpoins ucnonp3zoBanns MOOUIHFHOTO KO/
31C.24 Kontpons nepenaun peueBoit nHGOpMaum
3UC.25 Kontpons nepemaun BupeonHpopManiu
3UC.26 [lonTBepkaeHNe MPOUCXOXKIEHUS HCTOYHUKA HHPOPMAIIUN
3UC.27 Obecneuenre MOMIMHHOCTH CETEBBIX COEANHEHUI
3UC.28 HcknroueHne BO3MOKHOCTH OTPHUIIAHUS OTTIPABKH
’ rH(pOpMaIuu
31C.29 HckmroueHne BO3MOKHOCTH OTPHUIIAHUS TTOTYYESHUS
’ nH(pOpMaIuu
31C.30 Hcnonp3oBanue yCTpOMCTB TEPMUHAIBHOTO IOCTYTIA
3UC.31 3ammra OT CKPBITHIX KaHAIOB Iepeaadl HHPOPMaLUH
31C.32 3amura 6eCIpOBOIHBIX COCTMHEHUH
31C.33 HUcknrouenue poctyma yepe3 o01Ine pecypesl
31C.34 | 3amura ot yrpo3 otkasza B oociayxuanun (DOS, DDOS-arak)
3UC.35 VYipaBieHue ceTeBbIMU COEIMHEHUIMU
31C.36 Coznanne (3MyISIINA) JIOXKHBIX KOMIIOHEHTOB
’ MH(QOPMAIIMOHHBIX (aBTOMAaTH3UPOBAHHBIX) CUCTEM
3UC.37 [epeBoa nHGOPMAIMOHHOH (aBTOMATU3UPOBAHHOM) CHCTEMBI
' B 0€30IacHOE COCTOSIHUE MPU BOSHUKHOBEHUH OTKa30B (cO0eB)
31C.38 3amura nHGOpMAIMY IPU UCTIOIB30BAaHIH MOOHIIBLHBIX




YCTpPOWCTB
31C.39 YnpasieHue nepeMenieHueM BUPTyalbHbIX MaIlluH +
' (xoHTeiHEpOB) U 00pabaTHIBACMbIX Ha HUX JTaHHBIX
XII. PearnpoBanue Ha KoMmbloTepHbIe HHIIUACHTH! (MTHLI)
VHILO Pa3pa0oTka NOIMTUKY pearupoBaHusi HA KOMIIBIOTEPHbIE +
’ WHIIUIEHTEI
HHII.1 BrisiBneHre KOMIIBIOTEPHBIX WHIIMIEHTOB +
WHIIL.2 HNudopmupoBaHre 0 KOMIBIOTEPHBIX WHIIHICHTAX +
MHIIL.3 AHanu3 KOMIBIOTEPHBIX UHITUICHTOB +
WHIL.4 YcrpaHeHue nociaeacTBUl KOMIBIOTEPHBIX UHIIUACHTOB +
VIHILS [IpunsTre Mep no MpeaoTBpaIIeHNI0 TOBTOPHOTO +
i BO3HMKHOBEHHUSI KOMITBIOTEPHBIX HHIIUICHTOB
MHILG XpaHeHHe U 3a1UTa HHQOPMAIUU O KOMITBIOTEPHBIX
’ UHIMIEHTAX
XIII. Ynpasnenue kondurypamueii (YKD)
VK®.0 PazpaboTka nonuTHky ynpasieHus KOHQUTyparuen +
’ MHPOPMAITMOHHOH (aBTOMAaTU3UPOBAHHOM) CHCTEMBI
YK®.1 Wnentudukaius oObeKTOB YIpaBieHUs! KOHUTyparei
YK®.2 VYnpapneHne N3MEHEHUSIMHI +
VK®.3 YcranoBKa (MHCTIUISIINS) TOIBKO PAa3peILIeHHOrO K +
' HCIIOJIB30BaHMIO IPOrPaMMHOT0 0OecrieueHHs
VYK® .4 KoHTponb aeiicTBuil N0 BHECEHUIO U3MEHEHUI
XIV. Yapasnenue o0HOBIeHUsIMU TIporpamMHoro obecnieuenust (OI1O)
OI10.0 Pa3paboTka monuTHKY yrpaBieHHss 0OHOBJICHUSMH +
’ MPOTPaMMHOTO 00eCIIeYeHHsI
o110 1 [Nowuck, moyueHre 0OHOBJIEHUH MTPOTPAMMHOT0 00ECTICUEHHSI +
’ OT IOBEPEHHOT'O0 NCTOYHHKA
OI10.2 KoHTpoiTb 11€710CTHOCTH OOHOBIEHUN TTPOTrPAMMHOTO +
’ obecrieueHust
OI10.3 TectupoBanre 0OHOBIICHHI IPOTPaMMHOTO 0OeCTICUSHHUS +
OI10.4 YcraHoBKa 0OHOBJIEHUH TPOTPaMMHOI0 00eCIIeUeHUsI +
XV. IlitanupoBanue MepoIpusThii 1o obecneuenuto 6ezonacHoctu (ITJIH)
THLO Pa3paboTka NOTUTHKY IJIAHUPOBAHUSA MEPOIIPUATHH TI0 +
' 00ecreyeHunIo 3aIuThl HHQOopMauu
THL1 Pazpabotka, yTBep)KIeHHE U aKTyalu3aLus IJIaHa +
’ MEpPONPHUATUH 1O 00ECTICUSHHUIO 3aIIUThl HH)OpMAUN




KoHTpoab BEIMOIHEHUS MEPOIIPUATHIA IO 00ECTICUEHHUIO
[JIH.2 + + +
3alIUTH KHPOPMALTIH
XVI. Obecnieuenne neiictBuii B HemTaTHBIX cutyanuax (JAHC)
JHC.0 Pa3paboTka monmuTHKN 00ecTieYeHHS TeHCTBHI B HEIITATHBIX + + +
' CHUTYaIHsAX
JHC.1 Pa3paboTka mraHa 1eCTBUI B HEIITATHBIX CUTYAIHSIX + + +
JTHC.2 OO6yueHre u 0TpaboTKa JeCTBHI IEpCOHAA B HEIITATHBIX + + +
’ CUTYaLMIX
Coznmanne aabTEpPHATHBHBIX MECT XPaHCHHS B 00paOOTKH
JHC.3 rH(pOpMaIUH Ha CITydail BOSHUKHOBEHHUS HEIITATHBIX + +

CUTyaluin

PesepBupoBaHiie IPOrpaMMHOTO 00ECIICUCHHSI, TEXHUICCKUX
JHC.4 CpEJ/ICTB, KaHAJIOB CBS3M HA CIy4Yail BOSHUKHOBECHHS + +
HEIITATHBIX CUTYaIH

OGecrnieueHne BO3MOXKHOCTH BOCCTaHOBIICHUS
JHC.5 | uadopmannoHHO#H (aBTOMAaTHU3UPOBAHHOMN) CHCTEMEI B CITydae + +
BO3HUKHOBEHHS HEIITATHBIX CUTYaIHi

AHann3 BO3HUKIINX HEIITAaTHBIX CI/ITyaHI/IfI " [IPUHATHE MEP

JIHC.6 + + +
MO HEIOMYIIECHHUIO WX TOBTOPHOTO BOZHUKHOBCHHSI
XVII. UndopmupoBanue u odyuenue nepconana (UI10)
Pa3zpaboTka noauTrky HHOOPMUPOBAHUS U O0YUCHUS
WI10.0 p (bopmup y + | 4 .
nepcoHaa
W01 HNudopmuposanue nepcoHaia o0 yrpo3ax 0€30mMacHOCTH + + +
’ WHGOPMAITUH U O MTPaBUIIaX 0e30MmacHOi paboThI
HI10.2 OOyueHue TiepcoHaia nmpaBuiIaM 0e30MacHol PaboThI + + +
W03 [TpoBeneHre MPAaKTHUECKUX 3aHATHI C TIEPCOHATIOM TI0 + +
’ npaBuiiaM 0e30macHOl paboThI
KoHTpoJb 0CBEIOMIIEHHOCTH TepcoHala 00 yrpo3ax
HI10.4 Oe3o0macHOCTH HH(pOPMALIMY U O TIpaBUIax 0€30MacHON + + +

paboThI

"+" - Mepa oOecrieueHuss O€30MaCHOCTH BKIIFOUEHA B 0a30BbIM HAOOp Mep JUIsi COOTBETCTBYIOIIEH
KaTEerOpHH 3HAYMMOT0 OOBEKTa.

Mepsl obecriedeHust 6e30IacHOCTH, He 0003HAYEHHBIE 3HAKOM "+", IPUMEHSIFOTCS TIPH aJIaNTAI[UH
W JIOTOJIHEHHH 0a30BOro Habopa Mep, a TakkKe HpU pa3padoTKe KOMIECHCHUPYIOIIUX Mep B 3HAYMMOM
00BbEKTE KpUTUIECKOW HH(POPMAIIMOHHON HHPPACTPYKTYPHI COOTBETCTBYIOIIEH KaTerOpuu 3HAYMMOCTH.




